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the article highlights and describes the specifics of compliance in regulated banks
of the Republic of Kazakhstan. Comparison of economic indicators, regulatory
documentation, violations and sanctions for internal control, as well as a survey of
the studied banks were conducted. Particular attention is paid to problematic issues
in compliance control activities and recommendations for improving the AML/CFT
system.
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Currently, the issues of compliance with the established norms in the anti-money
laundering and combating financing of terrorism (hereinafter - AML/CFT) legislation by
the regulated banks are quite acute, due to the fact that they are all reporting entities.
The banking sector in Kazakhstan is the most important part of the financial system
of the state, occupies a key position in conducting both domestic and international
payments, and provides a wide range of other financial services. In this regard, the
requirements of the AML/CFT legislation should be primarily performed by commercial
banks. Any bank, which does not have the effective AML/CFT program, is exposed to
high risk of money laundering and financing of terrorism. Often, so-called compliance
risk and negligent attitude to them lead to huge financial losses, loss of reputation and
even criminal liability of managers.

The functions of the compliance control service are very diverse and cover a wide
range of issues related to the activities of the bank. However, this research is focused
on one of the most important of its functions, namely, the prevention of money laun-
dering and financing of terrorism.
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Despite the available numerous publications of domestic and foreign scientists on the
related subjects, there is no research on the analysis and assessment of compliance
control of regulated banks in the Republic of Kazakhstan. This is caused by the rele-
vance of research in this field.

So, in January 1, 2017, 33 banks and 8 organizations perform separate types of bank-
ing operations, including three mortgage organizations, functioned in the Republic of
Kazakhstan.

For the purposes of this research we take the following 6 banks, including one
subsidiary of a foreign Bank: Kazkommertsbank JSC, “Halyk Bank of Kazakhstan”, “Bank
CenterCredit”, “ATF Bank”, “ForteBank”, “SB “KZI Bank”.

In order to assess the financial situation of these banks based on their financial
reports and official data of the National Bank of the Republic of Kazakhstan the ranking
by assets was created (as shown in Table 1).

TABLE 1: Ranking of banks by assets in 01.12.2016.

N Bank Assets (billion Change assets (at year-end)
KZT)
1 Kazkommertsbank 5 045 -0.12%
2 Halyk Bank of Kazakhstan 4294 5.94%
3 ATF Bank 1308 9.06%
4 Bank CenterCredit 1302 -9.57%
5 ForteBank 1202 12.79%
6 SB “KZI Bank” 510 -11.51%

In accordance with Table 1, Kazkommertsbank is the leader in terms of assets with
an aggregate amount of 5,045 billion tenge. [1-6]

For the period under review, the balance sheets of Halyk Bank, ATF Bank, ForteBank
are increased, and accordingly balance sheets of Kazkommertsbank, Bank Center-
Credit, SB KZI Bank decreased.

DOl 10.18502/kss.v3i2.1520 Page 23



E KnE Social Sciences

FinTech and RegTech: Possibilities, Threats and Risks of Financial Technologies

According to the rating assigned by the international agency Moody’s Investors
Service, most of the studied banks have an “E” rating, which means very limited
independent financial stability. The results are shown in Table 2. [7-9]

TABLE 2: International ranking of the studied banks.

Rating Standard&Poor’s  Moody’s Investors Fitch Ratings
Service
ATF Bank - E/«Stable» B-/«Stable»
Bank Centercredit B+/Stable E+ B/«Stable»
Halyk bank BB/ Stable D- BB/ «Stable»
Kazkommertsbank B-/ Negative E B-/« Stable»
ForteBank B/ Stable - -
KZI Bank B-/ Stable - -

Standard & Poor and Fitch Ratings agencies ratings assess the ability of the issuer
to fulfill its debt obligations on time. Most of the banks have a B rating, which in
turn indicates a higher vulnerability in unfavorable commercial, financial and economic
conditions, but currently has the ability to perform the debt on time and in full. The
rating outlook shows the possible direction of the rating movement in the next two-
three years. The forecast “stable” means that the change is unlikely.

Within the research, the author conducted a remote survey among the studied
regulated banks to assess the current state of compliance in AML/CFT.

There were issues associated with the regulation of the compliance control, effi-
cient organization of service, the automated systems of monitoring of customer trans-
actions, facts of dismissal of employees and/or management of banks due to non-
compliance with AML/CFT legislation, the most vulnerable to ML products and services,
as well as frequently used lists for identification.

According to the survey results, the following similar responses of all respondents were
obtained:

« The internal documents regulating AML/CFT issues are the AML/CFT Policy, as
well as the Internal Control Rules, which determine the establishment of an
internal control system in the bank and its subsidiaries for AML/CFT purposes.
Responsible for the implementation of this policy are the Chief Compliance Offi-
cer and the Compliance Control Department appointed at the management level;

- no correspondent relations with shell banks;
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Figure 1: Diagram according to the results of the answers to question N93.

- in case of customer identification and monitoring of operations, a risk-based
approach is applied;

- it is possible to identify unusual customer transactions in automated systems;
- there is no difficulty in obtaining information from foreign sources;

- the most vulnerable customers for money laundering are legal entities than
individuals;

- all new employees are subject to a mandatory AML/CFT course when they are
employed in the Bank, and courses for all employees are conducted on an annual
basis;

- there are no facts of dismissal of employees/management of the organization
due to non-compliance with AML/CFT legislation.

According to the results of the survey, the most problematic areas were:
- insufficient number of employees to implement the AML/CFT policy (Figure 1);
- the inability to identify foreign politically exposed persons in automated system

(Figure 2);

Thus, 66.7% of respondents noted that an average of 2-6 employees work in the
compliance service of each branch of the bank. According to respondents’ answers,
this number of employees is not sufficient to implement an effective AML/CFT policy
for the following reasons:

- significant volume of transactions through the bank;

- 3 huge amount of management reporting;

- constant changes and additions of the law on AML/CFT.
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Figure 2: Diagram according to the results of the answers to question N26.

According to respondents’ replies, banks use the following automated systems for

monitoring customer transactions:

« Colvir: Colvir-AML is used for identification; SironAML identifies suspicious trans-

actions during monitoring;

« Other AML are systems, including scenarios on threshold and scenarios for sus-

picious transactions.

However, one respondent indicated that it is not possible to identify foreign politi-
cally exposed persons in the Bank’s automated system (Figure 2).

The most vulnerable products and services to money laundering were specified
(Figure 3):

1. Remittances (100%)

2. Transactions without personal contact (100%)

3. Purchase/sale of foreign currency (50% of respondents)
4. Private banking services (50%)

5. Trust services (50%)

6. Investment services (33.3% of respondents)

To the question: “Which lists are most often used to identify customers?” banks
responded in different ways. However, these lists may not be prioritized; all of them
equally should be reviewed by banks at the stage of identification of the client.

In addition to the survey, information and documents that were published on the
official websites of the banks were examined. Therefore, all banks, in the framework of
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Figure 3: Diagram according to the results of the answers to question N212.
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Figure 4: Diagram according to the results of the answers to question N213.

establishing and maintaining correspondent relations with financial institutions, pub-
lished the following documents on the official website:

1. USA Patriot Act

2. Form of correspondent bank

3. Wolfsberg questionnaire

4. Policies / ICR on combating money laundering and financing of terrorism

5. W-8BEN-E is a certificate on the status of beneficial owner for the US Internal
Revenue Service and accountable organizations.

Concerning violations of AML/CFT legislation by banks, the National Bank of the
Republic of Kazakhstan carried out 20 inspections and 10 documentary checks of reg-
ulated banks in 2016. These checks were carried out for compliance with the require-
ments of AML/CFT legislation.

According to the results of inspections of banks, the total size of administrative fines
imposed to, reached 148.4 million tenge, including 89.7 million tenge for 227 admin-
istrative cases submitted to the courts (for violations of the Law of the Republic of
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Kazakhstan “On combating legalization (laundering) of proceeds obtained in a criminal

way and financing of terrorism”). [10]

In addition, for the first quarter of 2017 the National Bank of the Republic of Kaza-
khstan carried out inspections in respect to six requlated banks, including four studied
banks: Kazkommertsbank, ForteBank, ATF Bank, Halyk Bank of Kazakhstan. As a result,
AML/CFT violations were detected and retaliation was applied to two banks (Table 3).

TABLE 3: Results of inspections on AML/CFT for the first quarter of 2017.

Bank Number of Administrative
inspections for fine (number,
the | quarter of amount)

2017
Bank A 06.02.2017 4 protocols (12

726 000 tenge)

Bank B remote 2 protocols (sent
supervision for consideration
in the CMAC
Almaty)

Based on the results of the study of financial requlations and the activities of the
compliance service received from open sources on the website of the studied banks,

Brief description of the revealed violations
(indicating the violated norms of the AML /
CFT Law, subordinate acts)

violation of the law of the Republic of
Kazakhstan on AML/CFT regarding the
suspension and refusal to conduct operations
subject to financial monitoring and providing
information on transactions subject to
financial monitoring (Part 1 of Article 214 of
the Code of Administrative Offenses)

based on the results of a documentary audit
conducted within the framework of
execution of a particular resolution, the
bank’s actions revealed an offense, the
essence of which is the bank’s failure to
comply with the Regulations on Internal
Control Rules for AML / CFT purposes
approved by the decision of the Bank’s Board
of Directors

as well as the results of the survey, the following conclusions can be drawn.

1. The results of the research showed that the positions of the researched banks
in the field of AML/CFT are clearly defined in the policy and internal AML/CFT

documents. All banks have these documents on their official websites.

2. Appointed by the Board of Directors of the bank, the Compliance Controller has all
necessary qualifications and experience to implement properly the bank’s internal

rules and procedures.

3. At the same time, 66.7% of respondents noted that the number of employees

working in the compliance service and responsible for the implementation of the
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AML/CFT policy is currently insufficient. This position is confirmed by the analysis
of the ratio of the number of banks’ branches and employees. The main reasons
for this phenomenon is a large volume of transactions and reporting. In turn, this
defect can be negatively affect to the amount of sent messages about suspicious
transactions to the Financial Intelligence Unit. In this connection, the researched
regulated bank is recommended to consider the issue of increasing the staff of
the compliance service.

. Special software in automated systems allows timely and effectively identify and

monitor customer’s transactions. However, 16.7% of respondents are encouraged
to improve the automated information systems for effective performance of their
duties by compliance officers.

. There is a three-level system of training courses on AML/CFT in banks. Training

is conducted on an annual basis for all employees of the bank.

. Itis worth noting that there were no cases of dismissal and / or criminal prosecu-

tion of employees / management of the bank due to non-compliance with AML
/ CFT legislation in the studied banks.

. According to respondents, legal entities are the most vulnerable clients for money

laundering and terrorist financing, and money transfers and operations that are
carried out without personal contact indicates the most vulnerable bank services.

. Based on the results of inspections conducted by the National Bank of the Repub-

lic of Kazakhstan regarding compliance with the AML/CFT legislation require-
ments for banks in 2017, the retaliation was applied to the three studied banks.
The total amount of administrative fines imposed was 13,107 million tenge, and
one administrative case was submitted to courts for consideration.

. Summarizing all the above, it is essential to note that for the present stage,

compliance control in the banks of the Republic of Kazakhstan is in the process
of active development. In this regard, special attention is paid to the quality
implementation of the AML/CFT policies of regulated banks should be given.

This work was supported by Competitiveness Growth Program of the Federal
Autonomous Educational Institution of Higher Education National Research Nuclear
University MEPhI (Moscow Engineering Physics Institute).
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[1] The official website of Kazkommertsbank www.kkb.kz

[2] The official website of Bank CenterCredit www.bcc.kz

[3] The official site of the Halyk Bank of Kazakhstan www.halykbank.kz
[4] The official website of ATF Bank www.atfbank.kz

[5] Official website of ForteBank www.fortebank.com

[6] The official site of the SB KZIBank www.kzibank.com

[7] The international rating agency Fitch Ratings www.fitchratings.com
(8]

8] The international rating agency Moody’s Investors Service

https://www.moodys.com
[9] The international rating agency Standard & Poor’s http://www.standardandpoors.

com

[10] The official website of the National Bank of the Republic of Kazakhstan
http://www.nationalbank.kz
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