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The paper considers the issues of building an information retrieval system by using
the algorithm of automated classification and recognition of the structure of full-
text documents. It describes the selected approaches, as well as the algorithm
for identifying the document type and the algorithm for recognizing its logical
structure, developed on the basis of these approaches, with the aim of further
semantic processing. It introduces a multi-stage method for automated recognition
and formation of a model of the logical structure of a document. Experimental
studies of this method have been conducted on the array of reporting documents
“Rosfinmonitoring”.

Identifying the fundamental properties and
patterns of document design

Documentary turnover plays an important role in the area of financial investigations.
The growing volume of such documents leads to the issue of their competent storage.
Since the way the documents are stored depends on the information extracted from
it, the problem of creating a database with the optimal classification and structuring
of documents is relevant.

In the field of AML / CFT, there are types of documents such as a sentence, report,
public statement, decree, order, FZ, etc. Using GOSTs of polygraphy and internal stan-
dards of Rosfinmonitoring, it is possible to define the rules for compiling all documents
that will determine the final set of the structural elements of the document, their
interrelation in the text, and their identifying features. Relying on the selected sets
of structural elements and their interrelations, it is possible to divide the documents
into classes in the database. The division of documents in the database into classes
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allows going to the required class of documents and reducing the amount of data for
analysis. As the amount of data for processing decreases, the time that the user spends
on analysis decreases, and the amount of knowledge that the user can extract from
the group of documents, selected according to the required group, increases.

The definition of a document class is based on the comparison of a set of its struc-
tural elements with a characteristic set of structural elements for each class. The char-
acteristic set of the structural elements of the class is formed on the basis of GOST
and GNI of Rosfinmonitoring for different types of documents. Thus, for each selected
group of documents, there is a finite set of structural elements, which allows assign-
ing the document uniquely to this group. A structural element can be a paragraph, a
document number, a table of contents, and a title for the document. In other words,
an independent data unit providing the user with complete information.

The layout of the document structure allows analyzing a separate part of the doc-
ument instead of the entire document. Thus, for example, when the user needs to
analyze only an annotation to a document, they can find the structural elements of
“annotation” of all the documents in the group of documents, which are of interest,
and reduce the time of analysis. The initialization of each structural element is based
on the final set of its characteristics, compiled on the basis of the international rules of
printing and the internal standards of the organization which publishes the document.

Developing the document object model and
introducing the concept of a logical element

The given paper analyses Rosfinmonitoring’s internal reporting documents. As a result,
a document object model has been drawn up; this model defines the structural ele-
ments, their characteristics, internal links with structural elements, and external rela-
tions with the class of the document. The object model of the document is based on the
approach of the general theory of systems. Each document is presented as a system

(1):
D, ={M; A, R, Z}, (1)

where

M;={M;,M,,....M,} — aset of logical elements included in the document;

A, ={A;,Ap, ..., A, } —aset of features of logical elements;

R, ={R,, Ry, ....R, } — aset of interrelations between logical elements;
Z,={2,.Z,.....Z,} — a set of compositions (possible connection M_i, A_i,R_i);

(2)
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The classes (groups) of documents are represented by the following set (2):

T={T}, (3)

Ti is an j-th class of the document; P, = {M,, R;} is a set of features of the i-th class of
the document, where: M, is a subset of the logical elements specific to the document
i-th class, i.e., those whose presence indicates the class of this document; R, is a subset
of the links of the characteristic elements for the i-th class of the document.

M, = {M,,M,,..., M, } - a set of the logical (structural) elements included in the
document;

A logical element is a quantity representing a logical (semantically significant) unit
of information in a machine form. It must be represented by an integral physical object
with an identifiable name. Elements can have different properties, which in general can
be stored together with or separately from data. An example of a logical element is
the Document Number or the Name of the Document, and so on.

Because the content of an element can store not only the description of the subject
area of the document, but also the information identifying the document or metadata,
classes of structural elements have been introduced. There are three classes: identi-
fication data, meaningful data and metadata. Each structural element belongs to only
one class.

A;={A;,Ap, ..., Ay}is aset of features of logical elements;

Features of a logical element should be understood as a sufficient set of conditions or
properties for the recognition of this element. Such features can include: the register,
the font, the marking, the figures at the beginning of the heading.

A document belonging to one of the groups has structural elements (1..n) that take
specific values of the characteristics (1..k) for this document. This model also implies
that one structural element with different values of a set of characteristics can be
contained in documents from different groups. The features have a finite number and
are divided by functionality. The set of identification attributes specifies the “external
appearance” of the structural element in the text of the document, the attributes of
the element link determine the location of the element in the structural hierarchy of
the document relative to other elements, and the semantic content of the element is
specified by the content characteristics. And only the given set of values of all features
allows to identify the structural element uniquely in the text.

The above-mentioned features of an element link are identified in the system Di in
a separate set:
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Habop Np13HaKOB CTPYKTYPHOrO 3/1IeMEHTa [loKyMeHT

NaeHTUPUKaLMOHHbIE MPU3HAKN
1. HaumeHoBaHMe 31emeHTa

2. HauepTaHue anemeHTa

3. CTuab TEKCTA 3/1IeMEHTA

4. TabnanyHoe opopmaeHne 1
5. BblpaBHUBaHMeE CTPOK TEKCTA 31EeMEHTA
6. Konnyectso cumBo/10 B 31€MEHTE

1. HaumeHoBaHMe AOKYMEHTa
2. [pynna AOKYMeHTa

1.k

MpwW3HaKK cBA3M anemeHTa
1. YpoBeHb BNIOKEHHOCTU 3/1EMEHTA
2. PoAnTEeNbCKUA SNEMEHT
3. JoYepHUii anemeHT 1..n
4. MopAafoK cnefoBaHUA B AOKYMEHTe
5. YHWKa/IbHOCTb 3/1eMeHTa CTPYKTYPHbIit 31eMeHT

CopeprKaTenibHble NPU3HAKK 1. HaumeHoBaHue
1. Knacc anemeHTa 2. Knacc anemeHTa
2. Kntouesble cnosa

3. PerynsapHoe BblpaXkeHue

Figure 1: ER-model of the conceptual scheme of the relationship between the document, the structural
element, and their features.

R, ={R;, R, ..., R} isasetoflogical element links (all possible element locations
in the document); A document, like the Thesaurus, is a repository. But in the second
case it is a repository of terms, and in the first one it is a repository of logical elements.
In both of these vaults, we assume the interrelation of the stored objects. There are
two types of links: hierarchical and non-hierarchical. Hierarchical links are understood
as the location of objects relative to each other (ABOVE, BELOW, BEFORE, AFTER), as
well as their nesting into each other (PART, WHOLE). Non-hierarchical relations are
understood as the interrelation of objects on one level (ASSOCIATION) [2].

Z,={Z,,Zy,..., Z,} is a set of compositions (i.e., what sets, features and loca-

tions of logical elements are possible);

Determining the relationship between
a logical element and a physical object

At the same time, a logical element is built from physical document objects that have
their own format (they can be a constant, a variable, or a more complex construction).
So the logical element is also an object that we represent in the form of a system

M, = {F,; AR

> ARy, Z,;}, where

F,; is a set of physical objects;
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A physical object that provides a representation of a logical element is, in partic-
ular for a text case, the minimum possible set of characters constituting a complete
message, but having semantic significance only as part of a logical element. So, for
example, for the logical element “Document number” presented in the following form:
{Report #: XXXX}, where Report #,:, XXXXX-physical objects. “Report #” and ":" are
physical objects of the constant type, “XXXXX" is a physical object of the type variable.

Thus, using the Extended form of the Bekus-Naur, you can define a logical element
through a set of physical objects.

Logical element :: = Physical object, constant | Physical object, variable | {{Physical
object, constant} {Physical object, variable}}.

Which means that a logical element cannot be empty and can be a concatenation
of any number of combinations of a constant and a variable, or just a constant, or just
a variable.

A,;; is a set of features that allow recognizing the form of the physical representation
of elements;

A physical object can have only four parameters defining its representation: the size,
style, color, and font. The size parameter is responsible for the width, height and length
of the physical object. The style parameter reflects the outline of the physical object
(Italic, Bold, Underline, etc.). The color parameter stores information about the color of
the physical object (RGB). The font parameter reflects which font has been used.

R;; is a set of links of physical objects (the location of the physical object in the

logical element);

Z,; is a set of compositions (i.e., which sets, attributes and locations of physical

objects are possible).

Applying the object model in the task of
document identification and structuring

Thus, the structure of the document is represented by a hierarchy, the upper level
of which is the class of the structural element, the second level is the abstract class
of the structural element, the third level is the structural element, the subsequent
levels are filled with nested elements and objects. The hierarchical structure reflects
the sequence of elements according to the narrative sequence in the document. This
is how the attributes of the element are formed (see Figure 1): the nesting level, the
parent element, the child element, the sequence (the association is displayed), the
uniqueness of the element.
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The analysis of logical elements in classes allowed distinguishing polymorphisms,
i.e., groups of logical elements that are similar in external features, but different in
their semantic purpose. Based on the results of the selected polymorphisms, abstract
classes of logical elements were defined. Each logical element is a derived special
case from a parent abstract class. The relation between the document groups, abstract
classes of logical elements and attributes of logical elements is summarized in the table
“Document hierarchy”.

Structuring and classifying a document is an automated process that runs shortly
before the document is loaded into the database. The result of this process is a file with
a marked document structure and an identified class. The layout of the document text
is carried out in accordance with the developed model of the document. The process of
classification and structuring of the document includes a multi-stage algorithm, which
is developed on the basis of a neural-network approach.

The object model of the document was presented in the form of an xsd-scheme that
displays all the previously allocated document types and their structural elements.

In this study, the object model of the document has been built, in order to automate
the process of classification and structuring the document, which will increase the
usefulness of searching the database of AML / CFT documents in the database.

The object model reflects the relationship between the document class and the
logical element through a ternary connection through specific values of the charac-
teristics of the logical element. The model defines the set of logical elements, classes
of logical elements, their attributes and connections. The object model helps define
the abstract classes of logical elements that allow to open polymorphisms in an array
of the structural elements of a document.

For the sphere studied, a generalized table was constructed on the basis of the
proposed model, which makes it possible to isolate the structural elements from the
linear text.

In the study, an experimental approbation was carried out on an array of documents
on financial investigations and technical documentation. Solutions are constructed that
have shown experimentally the usefulness of the approach of structural analysis of a
document and the construction of a hierarchical model of a document.
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The review of the algorithm and the experimental setup are presented in an article
published at the International Practical Conference of the Network Institute in the field
of AML / CFT in 2016 in the section “Threats and Risks of the World Economy” [1].

This work was supported by Competitiveness Growth Program of the Federal
Autonomous Educational Institution of Higher Education National Research Nuclear
University MEPhI (Moscow Engineering Physics Institute).
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