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Abstract.
The COVID-19 pandemic has driven the development of the implementation of
surveillance states in various countries worldwide. As various countries go all out
to control the spread of the pandemic, the central pillar used in controlling the
pandemic is tracking social mobility and collecting citizen data on a massive scale. The
development of digital surveillance during the COVID-19 pandemic has increasingly
heated the debate regarding the dilemma between public security and citizens’ privacy.
Indonesia’s PeduliLindungi is a mobile phone application that played a central role as
the instrument for pandemic surveillance. This study aims to analyze PeduliLindungi
as the object of research. The analysis focuses on whether PeduliLindungi is more
likely based on the principles of open government or surveillance state. This study
concludes that when viewed based on the features of the PeduliLindungi application,
the terms and conditions of use of the application, to the privacy policy applied by
the PeduliLindungi application, the PeduliLindungi application is more oriented toward
open government rather than a surveillance state.
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1. Introduction

1.1. The Emergence of e-Government and Digital Governance

Governments in the world today face dynamics generated by the influence of techno-
logical advancements. The presence of mass production technology applied to man-
ufacturing has resulted in the post-industrial economy of mass production since the
1950s. Subsequently, the presence of the internet in the 1990s brought the world to
a new phase, namely the knowledge-based economy. It was followed shortly by the
development of digital technology in the 2000s, which brought the world into the era
of digitization.
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The latest developments from the latest advanced technologies, such as the internet
of things, cyber-physical systems, advanced robotics, and new materials, have brought
the world into the fourth-generation industrial period [1]. This development creates a
giant and integrated digital ecosystem consists of e-commerce, e-business, e-learning,
e-media, and e-government [2].

Specifically in the public sector, the emergence of e-government has become a new
chapter of government practice and public policy for countries worldwide. E-government
is the embryo of digital-based governance as a further adoption of technology entry
into the public sector. Enthusiasm for implementing digital governance is continued by
the top-down encouragement from various international institutions such as the United
Nations, ADB, World Bank, and IMF. The Emergence of social media also strengthens
this dynamic as a new public space that allows decentralized public discourse [3].
This new public space becomes a bridge that brings bottom-up aspirations from the
community regarding open, real-time, and digitally integrated governance. The combi-
nation between top-down pressures and bottom-up aspirations provides the impetus
for countries in the world to transform towards digital governance.

Furthermore, many experts, mainly from the field of sociology, state that currently is
the starting point of a post-bureaucratic era [4, 5]. This is indicated by the tendency
of organizations in both the public and private sectors to become more horizontal and
efficient [6]. This phenomenon manifests a more democratic relationship between the
state and its citizens. However, it must be acknowledged that there are differences in
the speed of adaptation to this changing trend. For example, OECD member countries
are at the forefront. While developing and underdeveloped countries are still in the
practice of the Weberian bureaucracy.

There are at least three characteristics of this horizontal and efficient post-bureaucratic
era. The first is the streamlining of bureaucratic procedures due to information tech-
nology. Activities such as licensing and investment can be done 100 percent digitally.
The second is creating a control mechanism over the government through social
media. Currently, social movements, petitions, and policy advocacy that can change
political order and public policy are mostly done through social media. The third is
the increasingly widespread application of digital governance throughout the world.
Welchman states that organizations in both the public and private sectors adapt go-
digital approaches to increase accountability and encourage better policy-making [7].
Furthermore, the same study identified various instruments used, including websites,
mobile sites, social media channels, and other web-enabled products and services.
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Countries deliver initiatives through available public policy instruments to transform
toward digital governance. Interestingly, the results and impacts differ [8]. For example,
digital governance in China tends to lean in the practice of surveillance state, while in
Estonia, it tends to lean in the practice of open government. This is certainly interesting
to analyze by bringing up a fundamental question, ”why do countries with the same
vision of building digital governance produce different results and impacts?”.

1.2. Digital Governance: Open government vs. Surveillance State

The main question regarding the phenomenon described in the previous paragraph is,
”is the impact of this increasingly digitized post-bureaucratic era always uniform and
positive for every country?”. This question needs to be answered with a theoretical
analysis before being answered with a practical analysis of the existing cases. The
first thing that needs to be done in answering this theoretical question is to know the
value creation framework in this post-bureaucratic era. In simple terms, there are inputs,
processes, and outputs (the use of outputs in this analysis includes outcomes and
impacts). The input, in this case, is technological instruments, especially digital-based
technology. In this case, the process is public policies delivered to manage the use of
technological instruments (inputs). Finally, the output, in this case, is the resulting impact
on citizens.

In terms of input, in general, countries around the world use relatively uniform
technology. This is because the technology sector, significantly advanced technology,
is semi-monopolistic. For example, semiconductor production is controlled by Taiwan,
South Korea, and Japan. At the same time, the semiconductor license is controlled
by the United States. Meanwhile, the latest generation of broadband networks, namely
5G, is monopolized by China through Huawei. Then artificial intelligence (AI) technology
is also dominated by the United States and China. Lastly, technology and production
licenses are also controlled by the United States, China, South Korea, and Germany
for the internet of things. Therefore, the technologies used as inputs in the digital
governance ecosystem are uniform. Countries worldwide import these technologies
from a few sources: the United States, China, South Korea, Japan, and Germany.

If the input is uniform, is the process used also uniform? The answer to this question
turns out to be no. There are two streams of policy as processes in digital governance.
The first stream is a process that encourages the creation of open government. This
is done by a country issuing a policy to encourage the digitization of information and
public services in a democratic way. The second stream is a process that encourages
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the creation of social, economic, and political stability. This is done by a country issuing
a policy to encourage complete supervision and censorship of its citizens.

If there are two policy streams in the process, are the outputs (starting with the word
impact) produced uniform or varied? Looking deeply at the current trend, there are two
types of countries in digital governance. The first type is a country that can be called
an open government. This type of country is where the government has thoroughly
digitized public information and public services through digitization. This allows citizens
to access public information without the need to go through bureaucratic procedures.
Citizens only need to use the internet because various public information is available
on government websites. In addition, citizens can also enjoy access to public services
digitally.

On a practical level, Estonia is a country that represents the open government
category. Estonia builds collaborative digital governance called e-Estonia, which builds
on three actors. The three actors are referred to as (1) Forward-thinking Government, (2)
Proactive Private IT Sector, and (3) Switch-on, Tech-savvy Population. Kalvet states that
e-Estonia can be successful because the government continues to encourage public
procurement for innovation activities [9]. Kitsing states that the private sector also plays
an essential role because it proactively builds an internet-based banking system which
later becomes the basis for the development of e-Estonia [10]. Sai & Boadi state that the
existence of a community with high technological literacy supported by an advanced
education system contributes to the success of the open government in Estonia [11].

Meanwhile, the second type is a state called a surveillance state. This type of
country is a country that, through digitization of government, conducts supervision
and censorship of the activities of citizens. Furthermore, surveillance and censorship
are also carried out on the activities of foreigners currently in a surveillance state. Marx
defines this digital surveillance activity as ”the act of real-time and retrospective viewing,
processing and cataloging of online footprints against the will and/or knowledge of the
actor(s) to whom such data belongs” [12].

On a practical level, China is a country that represents the surveillance state category.
Interestingly, the embryo of the surveillance state in China started by digitizing forensic
medical data in the early 2000s. Dirks & Leibold states that the successful digitization
of forensic medical data named the Nationwide Y-STR Database was then continued
in several areas with expansion on a national scale [13]. China then expanded its
surveillance state practice through a social credit system program. Hoffman, in his study,
states that the Chinese government, through the social credit system, has explicitly
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expanded political control over citizens [14]. This social credit system collects analyzed
citizen data to monitor and regulate citizen behavior.

1.3. The COVID-19 Pandemic and the Development of Digital
Surveillance

The COVID-19 pandemic has driven the development of the implementation of surveil-
lance states in various countries in the world. This is because various countries are
trying their best to control the spread of the pandemic. The central pillar in controlling
the pandemic is tracking social mobility and collecting citizen data on a massive scale.
In this context, conducting digital surveillance is a very effective instrument in controlling
the pandemic and especially considering that the pandemic presents various structural
challenges [15]. The pandemic has caused various production sectors to experience
shocks [16]. This causes economic productivity to decrease significantly. As a result, in
2020, the world economy will experience a 3.9 percent contraction, leading to the loss
of 255 million full-time jobs and the emergence of 119 to 124 million new poor people
[17].

China, South Korea, Hong Kong, and Israel built extensive digital surveillance systems
during the COVID-19 pandemic. Israel uses digital technology to monitor the location
of citizens infected with COVID-19, mainly during the 14-day quarantine period. South
Korea uses smart city infrastructure (credit cards, cell phones, and CCTV cameras) to
track the movements of citizens infected with COVID-19. China uses facial scanning
and cell phone tracking technology for citizen surveillance and drones for quarantine
discipline enforcement. Hong Kong uses innovative technology linked to mobile phone
applications that can track citizens’ movements.

1.4. PeduliLindungi

Indonesia has also taken digital surveillance initiatives in handling the COVID-19 pan-
demic through PeduliLindungi. PeduliLindungi launched as a mobile phone application.
PeduliLindungi is a policy instrument used by the Indonesian government in tracking
social mobility and monitoring potential virus outbreaks against citizens. PeduliLindungi
is also an instrument for enforcing quarantine discipline as well as telemedicine platform.
Further development of PeduliLindungi is directed to become a tracing system inte-
grated with various modes of travel and access to public facilities. PeduliLindungi is also
integrated with the vaccination program and citizenship identity, namely identity card
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(KTP). The presence of PeduliLindungi as a digital surveillance instrument in Indonesia
has also brought Indonesia into a vortex of debate regarding public security and citizen
privacy. The question then arises, ”Does PeduliLindungi tend to be closer to the practice
of open government or surveillance state?”

1.5. Problem Formulation

The development of digital surveillance during the COVID-19 pandemic has increasingly
heated the debate regarding the dilemma between public security and citizens’ privacy.
On the one hand, pro-surveillance groups emphasize attention to the importance of gov-
ernment digital surveillance on citizens to maintain public stability. On the other hand,
pro-privacy groups pay attention to the importance of upholding citizens’ privacy rights.
Public opinion is divided into these two blocks [18]. During the pandemic, the debate
grew between groups of medical personnel and privacy & civil rights advocates [19].
The group of medical personnel urged the widespread increase in digital surveillance
to deal with the pandemic. Privacy and civil rights advocate groups reject the agenda
of expanding digital surveillance because it violates citizens’ privacy rights.

This study aims to analyze PeduliLindungi as the object of research. The analysis
focuses on whether PeduliLindungi is more likely based on the principles of open
government or surveillance state. More specifically, this research will examine whether
PeduliLindungi focuses more on achieving public security through pandemic control
or on achieving digital democracy in pandemic control based on protecting citizens’
privacy. Therefore, this research will be based on two main theories as analytical
instruments, namely open government, which is connected to the concept of privacy,
and surveillance state, which is connected to the concept of public security.

2. Literature Review

2.1. Open Government

Open government has become a digital governance concept that has received wide
attention as technology advances. The concept of open government can be traced
back to the 1950s. Open government, in its development is highly related with ideas
about public information, transparency, accountability, participation, and collaboration
[20]. Open government is a ’hallmark’ of modern democracy [21]. This is because the
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concept of open government brings the idea of accountability of public officials to
citizens through the provision of public information.

Open government has many definitions but is connected to the same basic idea.
Open government uses information technology to encourage participatory and collab-
orative dialogue between policymakers and citizens [22]. Open government is a multi-
lateral process that involves elements of transparency, collaboration, and participatory
governance [20]. Open government is the government’s management and distribution
of information and public services through various internet-based channels [23]. In
general, open government can be understood as the governance of the relationship
between the government and citizens based on digital information technology, which
is carried out in a transparent, collaborative, and participatory manner.

Open government rests on the interactive relationship between the government and
citizens. Good government-citizen relations must be based on two-way communication,
which in open government is based on web-based dialogue [23]. Therefore, the open
government runs on elements of government-citizen relations. Various experts identify
these elements with different compositions but with interconnected ideas. Elements
of open government include informing, engaging, and participating [24]. Elements of
open government include transparency, openness, and engagement [23]. Elements of
open government include transparency, participation, and collaboration [22]. Elements
of open government include access to information, accountability, public participation,
and data disclosure [20].

2.2. Surveillance State

The surveillance state is a digital governance concept that currently experiences signif-
icant development in practice in various countries. At first, the practice of surveillance
or supervision of citizens was carried out for administrative purposes, then developed
for anti-terrorism and geopolitics purposes, until now to protect the International and
technological advances such as data analytics, machine learning, and artificial intelli-
gence (AI) increasingly encourage the development of surveillance practice [25]. There
are pros and cons to the current dynamics of the surveillance state development. On
the one hand, surveillance practices can be an instrument for preventing instabilities
and enforcing regulations [26]. On the other hand, surveillance practices create a
relationship between the government as a watcher and citizens as watched, which
can violate privacy [27].
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The development of digital technology advances the practice of state surveillance
into digital surveillance. The definition of digital surveillance is ”the act of real-time and
retrospective viewing, processing and cataloging of online footprints against the will
and/or knowledge of the actor(s) to whom such data belongs” [18]. Digital surveillance
is the main instrument of the operation of a surveillance state that supervises citizens
through digital technology. Digital surveillance generally consists of various domains
ranging from data security, imagery, information & communication technology (ICT),
geolocation, and biometrics [18]. Digital surveillance carried out on these citizens has
various consequences on the lives of citizens [28]. In addition, various deviations from
citizens’ privacy and repression in the name of socio-political stability can also be the
impact of digital surveillance.

Various countries implement digital surveillance at the policy level but with different
schemes. Digital surveillance in China is implemented holistically, popularly known
as the Great Firewall, which monitors activities in cyberspace through Deep Packet
Inspection (DPI) and social mobility through AI. Russia has a legal instrument, the
System for Operative Investigative Activities (SORM), which allows the government to
monitor analog and electronic communications without notification. The United States
also carries out digital surveillance through network surveillance, large-scale data col-
lection and cataloging of real-time data for intelligence purposes. Meanwhile, European
Union countries are trying to carry out digital surveillance balanced with transparency
mechanisms related to data collection and use. The presence of the COVID-19 pandemic
has become a momentum for strengthening the application of digital surveillance by
various countries in the world. The COVID-19 pandemic has encouraged the incremental
development of various surveillance technologies aimed at monitoring the spread of
the pandemic and creating a pandemic surveillance state [19].

2.3. Public Safety vs. Citizen Privacy

The debate about surveillance state-based digital governance against the open gov-
ernment has developed along with technological advancements. On the one hand, the
support for a surveillance state emphasizes the idea of public security. Supervision
of citizens is considered necessary in order to detect various threats to public secu-
rity. These threats include terrorism, counterintelligence, to the potential for political
instability. Moreover, in its development, digital surveillance includes non-government
surveillance carried out by private sector actors. Governments in various countries then
try to build connectivity between government and non-government surveillance by
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encouraging data collected on integrated non-government surveillance for government
surveillance purposes [27]. Supporters of a surveillance emphasize that the state has
the right to supervise citizens for public security and stability.

On the other hand, the open government block emphasizes the idea of citizens’ right
to privacy. This notion of privacy has evolved from personal to digital to global privacy.
Privacy is freedom from various illegal intrusions (unauthorized intrusion) on personal
information [18]. Digital privacy is freedom related to the formation of digital identity in
which the dissemination of related information rests with the sovereignty of the individ-
ual owner [28]. Global-scale privacy is freedom from the illegal collection of information
and surveillance of citizens outside the legal limits allowed [19]. Supporters of open
government emphasize that there must be aspects of transparency, collaboration, and
participation in digital governance between the government and citizens.

The dilemma between public security and citizens’ privacy is getting sharper due
to the presence of the COVID-19 pandemic [19]. In controlling the pandemic, strict
tracking and supervision are carried out through facial recognition technology, surveil-
lance cameras, AI, and mobile applications simultaneously suppress citizens’ privacy
[29]. Medical personnel groups encourage stricter surveillance practices to control the
COVID-19 pandemic. Privacy and civil rights advocacy groups criticize the development
of surveillance practices because they violate the fundamental rights of citizens. In this
kind of situation, countries are required to balance public security and individual privacy
[29].

3. Methods

The approach of this research is qualitative approach. The qualitative approach was
chosen because it follows this study’s purpose, namely, to describe the object of
research in an elaborative and in-depth manner. The research object in question is
the PeduliLindungi practice as an instrument of digital governance in Indonesia during
the COVID-19 pandemic. The object of study will be analyzed using two theories,
namely surveillance state, and open government. The particularity of each theory is
still highlighted but with an analysis that is operationalized with an analytical matrix as
follows:

The analysis in this study was carried out with a comparative theoretical model of
the research object. This is done by analyzing aspects of (a) goals, (b) government-
citizen relations, and (c) emphasis on PeduliLindungi. More specifically, in the aspect of
objectives, it will be analyzed whether PeduliLindungi is more likely to achieve the goals
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Table 1: Dichotomy of Surveillance State vs Open Government Elements.

Aspect Surveillance state Open government

Purpose Country Stability Digital Democracy

Government-Citizen
Relationships

Watcher-Watched Collaborative

Emphasis Public Security Privacy Rights Award

Source: Arranged by researchers (2022)

of state stability or digital democracy. In the aspect of government-citizen relations,
it will be analyzed whether PeduliLindungi is more likely to be watcher-watched or
collaborative. In the emphasis aspect, it will be analyzed whether PeduliLindungi is more
likely to emphasize public security or respect for citizens’ privacy. The analysis results
of these three aspects will then be described to conclude whether PeduliLindungi is
more likely to operate with a surveillance state or open government approach.

The data used are primary and secondary. Primary data is obtained through the
direct use of various features and information in PeduliLindungi. Secondary data is
obtained through related documents and reports. The data of these documents and
reports include official reports of governmental bodies, non-governmental organiza-
tions, related books, journals, research reports, and news articles (from mainstream
media). The analysis technique used is spiral data analysis from [30]. This spiral data
analysis consists of 5 stages, namely: (1) data management and organization; (2) creation
of new ideas; (3) description and classification of codification into themes; (4) build
interpretations; (5) presentation of data in written form.

4. Results and Discussion

The assessment of the Surveillance State vs. Open Government elements was explored
by examining the PeduliLindungi application features, terms, and conditions of appli-
cation use, to the privacy policy implemented by the PeduliLindungi application. Fur-
thermore, related previous studies and various secondary supporting sources such as
scientific journals, books, and news articles are used. The words ’surveillance’ and
’surveilans’ are used interchangeably in this paper but still refer to the same concept.
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4.1. State Stability or Digital Democracy?

Based on the Decree of the Minister of Communication and Information Number 171
of 2020 Concerning the Use of PeduliLindungi Applications in the Context of Imple-
menting Health Surveillance for Handling Corona Virus Disease 2019 (COVID-19), the
PeduliLindungi application is directed for several purposes including tracing; tracking,
and quarantine enforcement [31]. Then it was refined through the Decree of the Minister
of Communication and Information Number 253 of 2020 concerning Amendments to
the Decree of the Minister of Communication and Information Number 171 of 2020
concerning the Use of the Peduli Lindungi Application for the Implementation of Health
Surveillance for Handling Corona Virus Disease 2019 (COVID-19) [32]. This policy is an
instrument for implementing the new-normal schemes.

In addition to tracing, tracking, and quarantine enforcement, there are several addi-
tional features in the form of e-certificates which include: 1) Rapid Test and/or Swab Test
results; 2) Health Certificate; 3) a certificate of recovering from COVID-19; 2) vaccination
certificate; 3) exit/entry permit; 4) agency assignment letter; and/or 7) other health
certificates, there is also a global positioning system (GPS) monitoring, digital-based
mobility tracking; to other defined features and/or collaboration with other platforms
[33]. However, the regulation regarding the PeduliLindungi application was officially
revoked as of 8 October 2021 through the Decree of the Minister of Communication
and Information Number 459 of 2021 [34].

The Decree of the Minister of Communication and Information Number 253 of
2020 above does not explain the features contained in PeduliLindungi. Therefore, the
researchers tried to explore the features of PeduliLindungi by installing the app and
exploring the features [32]. Some of these features include: 1) scanning the required
QR code when traveling to public places; users will be asked to scan the barcode
provided at the entrance; 2) a zoning map that describes the user’s location and
the level of risk of COVID-19 transmission; 3) statistics containing information on the
number of people infected with COVID-19 in a specific urban village, sub-district, city, or
province; 4) vaccines, to see the status of COVID-19 vaccinations; 5) teledokter provide
two services, namely independent medical examinations and consultations involving
various types of existing health platforms; 6) downloadable COVID-19 vaccination
certificates, so there is no need to print certificates; 7) user’s travel history for the last
two weeks. PeduliLindungi only records trips related to the system, for example, if the
user checks in with the Scan QR code feature; 8) Electronic Health Card Alert (e-HAC)
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belonging to the Ministry of Health, which is a user travel monitoring system during this
pandemic; and other features that support government surveilans policies [35, 36].

From the description of the features above, this application relies on citizen partic-
ipation to share citizen’s mobility record while traveling so that contact history tracing
with infected citizen can be carried out. Application users will also get a notification if
they are in a crowd or in a red zone, which is an area indicated by a positive person
infected with COVID-19 [37].

The word ’surveilans’ in the ministerial decree above in language (Big Dictionary

Indonesian) can be interpreted as surveillance. Furthermore, the Oxford Dictionary
defines ’surveillance’ as the act of carefully watching a person suspected. Based on the
purpose and meaning of the language, it can be concluded that the government uses
the PeduliLindungi application as a tool to monitor the movement of citizens. The main
goal of the mobility monitoring is aimed to ends the pandemic quickly and for state
stability (health-political-social), including national economic recovery.

The app plays important roles in the state’s efforts to monitor the movement of
citizens who roam in public places and are at risk of transmitting the virus to other
citizens. Throughout 2021-2022, PeduliLindungi has prevented 3,733,067 people with
red status (incomplete vaccination) from entering public spaces and preventing 538,659
attempts of people infected with Covid-19 (black status) from traveling within the country
or accessing public spaces [38]. So, it can be said that the massive use of PeduliLindungi
has had a positive impact in carrying out surveilans policies that the government is
pursuing to create the stability that the researcher meant above.

4.2. Watcher-Watched or Collaborative?

Watcher-Watched can be understood as a situation where the government can moni-
tor/track the movement of the people but ignores their consent. Here the public is not
given the space to disagree or reject the conditions put forward by the PeduliLindungi
application, even ignoring the aspects of transparency and accountability. Watcher-
Watched indicates that there is no feedback between the government and the public.

While collaboration can be interpreted as a condition of a mutually beneficial agree-
ment between the two parties (the community and the government), it can not be said
to be collaborative when the community is reluctant to download PeduliLindungi and
agrees to provide data access to the application. Users of the PeduliLindungi application
here have the freedom to agree or refuse to provide data access to the application.
The government can access data from citizens only when citizens are willing to provide
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access to their data. Collaborative also forbids the government from being coercive
because citizens have complete control over their privacy rights. Until this research was
conducted, there were more than 50 million downloads of PeduliLindungi on Google
Play.

Based on data obtained by researchers from the application, especially in terms
of use section, the application provides freedom for users to disagree with one, part,
or all of the contents contained in the terms and conditions of use, and users are
allowed to delete PeduliLindungi on electronic devices and/or not using PeduliLindungi.
PeduliLindungi is not in charge from all responsibility for any losses the user receives
in connection with the decision not to use PeduliLindungi [39].

When viewed on the pedulilindungi.id page, there are several policies for obtaining
and collecting user data. The data are 1) Information on Registration Requirements
which includes the National Identity Number (NIK), full name, date of birth, and mobile
phone number; 2) Device Data Information which includes geographic location, time,
and place. 3. Media and Photo files, including a photo gallery. Users can cancel the
PeduliLindungi application permission at any time through the settings menu on the
Smartphone [37]. PeduliLindungi will ask the user for access permission in advance
to use the camera, gallery, and documents when the user downloads the vaccine
certificate, uploading the document to complete the Electronic-Health Alert Card (e-
HAC) based on the regulations set by the government. PeduliLindungi will not use and
steal other information, data, or documents other than those authorized by the user
[33].

The collaboration between the government and the community can also be seen
in the development of PeduliLindungi. Based on data from Google Play, it can be
seen that there are 1.01 million reviews from users where most people give reviews
both praise and feedback/complaints about using the application. The government also
responds to these inputs by providing the fastest solution and contacts the community
can contact. In addition, based on the community’s complaints, the government peri-
odically improves the quality of PeduliLindungi. Apart from going through reviews on
the application platform, the public can also provide reviews or input directly to the
government, as was done by the Indonesian Internet Governance Forum (ID-IGF) by
sending policy recommendation and input for the improvement of the PeduliLindungi
application both in terms of application systems and governance. The recommendation
was made, among other things, based on the number of complaints from users of the
PeduliLindungi application submitted through various formal and informal forums [40,
41].
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PeduliLindungi is not a tool/application that suddenly appears on people’s devices
and is used by the government to monitor people’s movements. In this case, it can
be concluded that PeduliLindungi is not coercive and still gives total freedom to users
to refuse or grant access to their data, as evidenced by the existence of permissions
(permission requests) that can be configured by PeduliLindungi users [37]. Furthermore,
the collaboration between the government and the community will be mutually benefi-
cial if, on the one hand, the government can fulfill its role in managing policies quickly
and appropriately during the COVID-19 Pandemic through PeduliLindungi. However, on
the other hand, the community can get the right to access public spaces because it is
managed by PeduliLindungi [42].

4.3. Public Security or Privacy Rights Award?

Technological progress and economic development, raise serious concerns about vio-
lating personal privacy [43, 44]. Respect for privacy rights (personal privacy) is defined
as ”personal freedom,” which is closely related to the issue of how people’s data gets
adequate protection so that there is no misuse of personal data [45]. Indonesia views
privacy in personal data as part of human rights [46]. In the context of the PeduliLindungi
application, it can be said to respect privacy rights when the government guarantees
citizens’ privacy rights despite tracking and tracing efforts to support surveillance poli-
cies in the era of the COVID-19 pandemic. When citizens uninstall the application, the
government, through the PeduliLindungi application, has no right to track the movement
of citizens [47].

The 1945 Constitution of the Republic of Indonesia Article 28 G paragraph (1) implicitly
explains that the state has stated its commitment to protecting the community [48]. The
following reads: ”Everyone has the right to personal protection, family, honor, dignity,
and property under his control, and has the right to a sense of security and protection
from the threat of fear to do or not do something which is a human right.” Furthermore,
the protection of personal data and privacy rights is regulated in Law Number 19 of 2016
Concerning Information and Electronic Transactions (UU ITE) Article 26 paragraph (1) as
follows: ”... the use of any information through electronic media concerning a person’s
data must be carried out with the consent of the person concerned.” [49]. Another
principle contained in the privacy law in Indonesia is the Principle of Reliability, Security,
and Responsibility, as stated in Article 15 and Article 16 of the UU ITE that electronic
system operators are required to facilitate reliable and safe electronic systems and are
responsible for the operation of the system and set implementation standards.
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The National Cyber and Crypto Agency (BSSN) ensures that the COVID-19 contact
tracing application (PeduliLindungi) has complied with personal data protection and
security principles. The PeduliLindungi application has complied with the rules stipu-
lated in Government Regulation Number 71 of 2019 Concerning the Implementation of
Electronic Systems and Transactions article 14, paragraph 1, and article 15 [50]. PeduliLin-
dungi has requested location and Bluetooth approval, then there is also personal data
related to phone numbers and names, but their identities are anonymous. In terms
of guaranteeing the rights of the owner of personal data, PeduliLindungi states that
the data is stored in a database and is encrypted. Furthermore, the processing of
personal data is also carried out by protecting the security of personal data from loss,
misuse, unauthorized access, disclosure, and alteration or destruction of personal data.
Regarding the point stipulating that data can be destroyed and deleted, it also applies to
PeduliLindungi. In particular, personal data will be deleted from the application server
for at least 5 (five) years since the application stops operating. BSSN also claims to
have checked the security of an IT Security Assessment application, including the latest
version of PeduliLindungi [51].

The government has regulated personal data protection with a particular scheme
through PeduliLindungi. However, PeduliLindungi’s security guarantee is still far from
what is expected because it is still vulnerable to misuse of personal data. The vulner-
ability is because previously, there were no clear, comprehensive, and detailed rules
regarding user protection and sanctions for misuse of the PeduliLindungi application
[52], although recently, the Personal Data Protection Bill (PDP) has been approved for
promulgation by the DPR together with the President [53]. The ratification of the bill also
cannot guarantee the security of personal data because law enforcement will be weak.
After all, it is under the president’s authority. Their duties and authorities require them
to be impartial or independent in examining and imposing sanctions on perpetrators
[54, 55].

That is because public voices from various interest groups, including academics,
continue to voice the immediate ratification of the Draft Law (RUU) on Personal Data
Protection (PDP) into law so that it becomes legal certainty through various research
and studies conducted [37, 52, 56, 57, 58], and other studies not listed here. Not only
pressure, but the ratification of the Personal Data Protection Bill was also allegedly
accelerated due to an issue that has recently gone viral, namely related to the hacking
carried out by Bjorka hackers who claimed to have leaked personal data belonging to
Indonesian citizens, including several public officials [59, 60].
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Regardless of the dynamics of the policy after the ratification of the PDP Bill into
law and the issue of hacking government and public personal data, the government
continues to guarantee data protection and will continue to make improvements for the
smooth use of PeduliLindungi. BSSN implements three safeguards for the PeduliLin-
dungi system: application security, infrastructure security (including centralized data),
and data security. BSSN also applies encryption to strengthen security when using the
PeduliLindungi application. BSSN is also responsible for PeduliLindungi system security
design and forensics if needed [61].

Even though the government has guaranteed the privacy and security of people’s
data, the government still needs always to be proactive and evaluative of the various
possibilities. Indonesia has a lot to learn from Australia in terms of guaranteeing citizens’
privacy rights and protecting people’s personal data. Australia has comprehensive
arrangements regulating personal data protection after COVID-19 ends, namely by
providing criminal sanctions and fines for personal data breaches. Moreover, Australia
also has a robust set of legal principles that protect the protection of personal data.
Although Indonesia already has some personal data protection principles enshrined
in national law, Indonesia needs to follow Australia to make sure that any entity that
collects individual personal data can be based on personal data protection principles.
The most important thing that must be applied in law in Indonesia in the context of
implementing health surveillance applications to prevent COVID-19 is the imposition of
sanctions to provide a deterrent effect on personal data breaches after the pandemic
ends [62].

5. Conclusion

This study concludes that when viewed based on the features of the PeduliLindungi
application, the terms, and conditions of use of the application, to the privacy pol-
icy applied by the PeduliLindungi application, the PeduliLindungi application is more
oriented towards open government rather than a surveillance state. The conclusion
was obtained from both aspects, namely the government-citizen relationship and the
emphasis more inclined to open government, while only the purpose aspect was more
inclined toward the surveillance state. To see a clear picture, the reader can see the
results in table 2. which we have presented as follows.

In terms of purpose, PeduliLindungi emphasizes the country’s stability because the
purpose of PeduliLindungi is to control the movement of citizens to prevent COVID-19.
Whereas in the aspect of government-citizen relations, it is more collaborative because
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Table 2: Dichotomous Analysis Results of Surveillance State vs Open Government.

Aspect Surveillance state Open government

Purpose Country Stability (V) Digital Democracy

Government-Citizen
Relationships

Watcher-Watched Collaborative (V)

Emphasis Public Security Privacy Rights Award
(V)

Source: Processed by researchers (2022)

it gives users the freedom to disagree with one, part, or all of the contents contained in
the terms and conditions of use, users are given the freedom to delete PeduliLindungi
and/or not use PeduliLindungi. Mutually beneficial collaboration can also be seen from
the government’s role in managing policies quickly and precisely during the COVID-19
Pandemic through PeduliLindungi. However, on the other hand, the community can get
the right to carry out activities in public spaces. In addition, there is feedback between
the people who provide input/complaints and the government, which response to these
inputs/complaints. Finally, the emphasis of this application is more directed at respecting
the right to privacy, as evidenced by the government’s commitment to guarantee and
maintain the privacy rights of citizens and the protection and security of people’s data
through a series of efforts made.

This study is a starting point in exploring the pandemic-based dynamics of digital
governance in Indonesia. This study analyzes the tendency of PeduliLindungi, whether
it leans more on open government or surveillance state principles. The analysis of this
study focus on the features, terms & conditions and privacy policy of PeduliLindungi.
Additionally, the study also analyzes the collaboration and feedback mechanism around
PeduliLindungi. This study has limitations in analyzing the user/citizen experience in
using PeduliLindungi and policy cycle over the development of PeduliLindungi. There-
fore, future research to explore the citizen experience in using the PeduliLindungi
is important to be conducted. More broadly, the research agenda to explore policy
formulation, decision-making method, privacy-surveillance dilemma, and effectiveness
evaluation of PeduliLindungi need to be conducted.
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