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Abstract.
A website serves as an important promotional tool and an information system that
facilitates the management of an institution’s activities. Therefore, website security
must be properly maintained to prevent attacks from hackers who may steal data or
damage the website. This research aims to evaluate and identify security vulnerabilities
on the institution XYZ’s website using the Penetration Testing Execution Standard
(PTES) method. PTES is a global standard used to systematically test the security of
systems and networks, providing a comprehensive framework for security professionals
to conduct penetration testing with the goal of identifying and addressing security
gaps. The results of this research are expected to assist institution XYZ in improving
its website security and providing a sense of safety and comfort for website users in
terms of data security and user experience. Based on the research findings, numerous
security vulnerabilities were found on the institution XYZ’s web server.
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1. INTRODUCTION

Maintaining a secure web presence in today’s digital landscape is crucial for institutions

managing sensitive operations and data. Institutional websites and internal systems

often play a dual role: acting as public-facing platforms for outreach and promotion

while simultaneously supporting internal operations such as data management and

service delivery. The reliability and security of these systems are not merely technical

concerns—they are critical for safeguarding sensitive information and preserving the

organization’s credibility [1].

Unfortunately, web servers are frequent targets of malicious actors, who seek to

exploit weaknesses for unauthorized access or other harmful purposes[2]. A robust

and methodical approach to assessing security is necessary to prevent these threats.
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One such approach is the Penetration Testing Execution Standard (PTES), a globally

recognized framework that outlines systematic steps to identify vulnerabilities, assess

risks, and fortify systems against potential breaches. PTES divides the process into clear

phases, from planning and information gathering to risk evaluation and reporting [3–8].

This study centers on the security evaluation of XYZ Institution’s web server. Pre-

viously reliant on shared hosting and legacy systems with outdated components, the

server faced frequent issues such as spam attacks and unauthorized access attempts.

These vulnerabilities prompted a transition to a Virtual Private Server (VPS) with updated

frameworks to enhance security. While these steps have improved the infrastructure,

a thorough evaluation is still needed to identify any residual risks and address them

proactively.

By applying the PTES framework, this research aims to uncover potential vulnerabil-

ities in the institution’s web server, assess their risks, and propose actionable recom-

mendations. The findings will not only bolster the institution’s digital security but also

provide a roadmap for other organizations aiming to strengthen their systems against

evolving cyber threats.

2. METHODOLOGY/MATERIALS

This research employed a structured methodology based on the Penetration Testing

Execution Standard (PTES) to evaluate the security of XYZ Institution’s web server. The

methodology encompassed four main stages: literature review, data collection, data

analysis, and reporting.

The literature review stage was conducted to build a foundational understanding of

the PTES framework, web server security, the CodeIgniter framework, and common

cyberattack techniques. Relevant studies and publications were analyzed to identify

effective methods, tools, and approaches for web security assessment. This stage

provided theoretical insights that informed the practical components of the research.

In the data collection stage, two complementary approaches were utilized. First, a

technical analysis was conducted using security tools such as Nmap, Burp Suite, and

Acunetix. These tools were employed to scan the web server and identify potential

vulnerabilities, such as open ports, misconfigurations, and exploitable weaknesses [9].

Second, structured interviews were carried out with the IT administrators responsible

for managing the server. These interviews provided qualitative information regarding
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server configurations, existing security measures, and known challenges. Combining

automated technical tools with human input ensured a comprehensive understanding

of the server’s security posture.

The data analysis stage involved applying the PTES framework systematically to

evaluate the collected data. This included [3–8]:

1. Pre-engagement and Scope Definition, where the objectives and boundaries of the

penetration test were outlined.

2. Intelligence Gathering, which aggregated technical and contextual information

about the server environment.

3. Threat Modeling, identifying potential threats and prioritizing vulnerabilities based

on their impact and likelihood.

4. Vulnerability Analysis, where the results from scanning tools were reviewed to

pinpoint specific weaknesses, such as cross-site scripting (XSS) and SQL injection

vulnerabilities.

5. Exploitation, simulating real-world attacks to understand how these vulnerabilities

could be exploited.

6. Post-Exploitation, exploring the extent to which an attacker could maintain access

and further compromise the system.

Finally, in the reporting and recommendations stage, the findings were consolidated

into a comprehensive report. The report included a detailed list of identified vulnera-

bilities, categorized by severity, and an assessment of their associated risks. Practical

recommendations were provided to mitigate these risks, prioritizing solutions based

on their feasibility and impact. This report served as a roadmap for enhancing the

institution’s web security and offered guidance for similar organizations seeking to fortify

their systems.

By following this methodology, the study aimed to provide an accurate assessment

of the web server’s security posture and actionable insights for improvement. The

application of the PTES framework ensured a systematic and comprehensive approach,

contributing to both the institution’s cybersecurity efforts and the broader field of

information security research.
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3. RESULTS AND DISCUSSIONS

This research employed the Penetration Testing Execution Standard (PTES) methodol-

ogy to assess the security of XYZ Institution’s web server. Each phase of PTES was

conducted systematically to identify vulnerabilities, evaluate risks, and recommend

mitigation strategies.

1. Pre-engagement Phase

In the pre-engagement phase, the objectives and scope of the security assessment

were defined. The analysis focused on three primary areas: the institution’s web profile,

internal network penetration, and a web-based application handling administrative

data. This phase also involved formal agreements between the research team and

the institution, ensuring the process adhered to ethical and professional standards. The

main goal was to establish a comprehensive testing plan tailored to the institution’s

needs.

2. Intelligence Gathering

The intelligence-gathering phase involved collecting detailed information about the

server and its configurations. Tools such asWhatweb, Censys.io, and Nmapwere utilized

to gather data on server infrastructure, software versions, and open ports. Key findings

indicated that the server used Cloudflare for obfuscating its direct IP address and relied

on frameworks such as CodeIgniter and jQuery. Additionally, the server’s original IP

address and open ports were successfully identified, providing critical insights into

potential entry points for attacks.

3. Threat Modeling

The threat modeling phase identified and prioritized potential risks to the web server

and its applications. The main risks included unauthorized access to sensitive data

stored in administrative applications and the injection of malicious code into the web

profile. For instance, vulnerabilities in the web profile could harm the institution’s rep-

utation if the site were blocked by security tools or flagged for hosting inappropriate

content. Moreover, the administrative application contained sensitive data that, if com-

promised, could disrupt operational workflows.

4. Vulnerability Analysis
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Figure 1: The Whatweb Display.

In the vulnerability analysis phase, the server and its applications were examined

using Acunetix, revealing significant weaknesses. The results highlighted 26 high-

severity vulnerabilities, including Cross-Site Scripting (XSS), SQL Injection, and Server

Directory Traversal, along with 61 medium and 28 low-severity issues.

1. XSS vulnerabilities were found in login forms, allowing attackers to inject scripts

that could compromise user sessions or steal sensitive information.

Figure 2: XSS Response.

2. SQL Injection issues enabled attackers to bypass authentication and manipulate

database queries, potentially granting unauthorized access to critical data [10].
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Figure 3: SQL Injection Issues.

3. Directory Traversal vulnerabilities exposed restricted directories, increasing the

risk of unauthorized file access.

These vulnerabilities were linked to insufficient input validation, inadequate configu-

ration settings, and outdated security practices.

5. Exploitation

During the exploitation phase, simulated attacks demonstrated how vulnerabilities

could be exploited. For example, SQL Injection allowed unauthorized access to both

user and administrative accounts. Attackers could bypass authentication by manipu-

lating query inputs and gain control over administrative panels. Additionally, attackers

uploaded a backdoor file disguised as a harmless document, enabling persistent access

to server resources.

6. Post-Exploitation

In the post-exploitation phase, the consequences of a compromised system were

evaluated. Attackers with administrative access could upload malicious scripts, alter crit-

ical data, and disrupt operational processes. Backdoor scripts further enabled attackers

to maintain access, potentially leading to the complete compromise of the server and

its applications.

7. Reporting

The findings were compiled into a detailed report that included recommendations

to address vulnerabilities and enhance security. Proposed measures included enabling

Cross-Site Request Forgery (CSRF) protection, sanitizing inputs to prevent SQL Injection,

and reconfiguring the server environment for production to limit error exposure. Addi-

tionally, implementing file access restrictions through .htaccess and developing secure
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Figure 4: SQL Injection.

upload mechanisms were advised to prevent unauthorized access and execution of

malicious files.

This research identified critical security flaws in the institution’s web server and

provided actionable recommendations for mitigating risks. The study underscores the

importance of regular security audits and proactive measures to safeguard sensitive

data and maintain system integrity.

4. CONCLUSION

This study applied the Penetration Testing Execution Standard (PTES) to assess the

security of the XYZ Institution’s web server. The findings revealed significant vulnerabili-

ties that could pose serious risks to the system’s integrity, confidentiality, and availability.

Key conclusions derived from this research are as follows:

1. The web server and its applications were found to have multiple high-severity vul-

nerabilities, including Cross-Site Scripting (XSS), SQL Injection, and Server Direc-

tory Traversal. These vulnerabilities allowed attackers to bypass authentication,

manipulate sensitive data, and gain unauthorized access to system resources.
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Figure 5: Backdoor Upload Process.

2. The current server configuration, operating in a development environment,

exposed critical error messages that facilitated exploitation. This improper config-

uration significantly increased the risk of attacks.

3. Simulated exploits demonstrated how vulnerabilities could be leveraged to gain

access to both user and administrator accounts, upload backdoor files, and sustain

control over the server. These activities highlighted the severity of existing security

gaps.
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Figure 6: Access to the Backdoor.

Figure 7: htaccess file.

4. The use of tools such as Acunetix, Nmap, and Whatweb effectively identified

vulnerabilities and provided a comprehensive analysis of the server’s security

posture. However, the lack of proactive mitigation measures and outdated security

practices exacerbated the risks.

To address these challenges, immediate implementation of recommendedmeasures,

such as enabling Cross-Site Request Forgery (CSRF) protection, sanitizing input fields,

and configuring the server for production use, is essential. These steps will not only

enhance security but also safeguard sensitive data and ensure the reliability of the

institution’s services.

This research highlights the importance of conducting regular security assessments

and adopting systematic methodologies like PTES to mitigate risks. The findings provide

actionable insights for improving web server security, offering a valuable reference for

institutions aiming to fortify their systems against evolving cyber threats.
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