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Abstract.

The primary aim of this research is to present a thorough and all-encompassing
examination of artificial intelligence (Al) methodologies employed in the detection of
financial fraud. The present study employs a systematic literature review (SLR) that was
conducted utilizing the PRISMA approach. A comprehensive search was undertaken
on reputable academic databases including ScienceDirect, Scopus, Springer, and
Emerald, yielding a total of 24 papers published throughout the timeframe of 2014
to 2023. These articles will, thereafter, undergo further analysis. The findings of this
study demonstrate that the implementation of artificial intelligence (Al) techniques
for detecting financial fraud yields favorable outcomes. Specifically, the Al approach
proves to be effective in enhancing the precision and efficiency of fraud pattern
identification, thereby making a substantial contribution in this domain. In contrast,
the prevailing methodology employed in the realm of financial fraud detection is
frequently centered around machine learning. Furthermore, a majority of the research
encompassed a diverse range of industries, with particular emphasis on the financial
industry as the primary domain for the implementation of artificial intelligence (Al) in
the detection of financial fraud.

artificial intelligent, financial fraud, fraud detection

Fraud, a term commonly referred to as fraudulent activities, continues to be a compelling
and significant subject for exploration and investigation in the numerous instances
that persist in contemporary society. Fraud, as defined by the Association of Certified
Fraud Examiners (ACFE), encompasses the intentional exploitation of one’s position for
personal gain by means of misusing an organization’s assets or resources. According to
Sudarmanto [1], in recent times, there has been a notable rise in occurrences of financial
fraud, which has had detrimental effects on the trust and credibility among corporations,
regulatory bodies, and participants in the market. Moreover, this surge in fraudulent
activities poses a significant risk to the entire functioning and efficacy of financial mar-
kets [2]. Within the context of a progressively intricate corporate landscape, individuals

engaging in fraudulent activities employ progressively advanced strategies, including
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the utilization of malware attacks and data manipulation techniques that are challenging
to identify. According to Sun et al. [3], additionally, the integration of financial technology
(fintech) and the advancement of digital financial systems have created opportunities for
novel forms of fraudulent activities that can exploit vulnerabilities in security measures.
The aforementioned factors have resulted in an elevated susceptibility and exposure
to instances of financial fraud, thereby posing a significant risk to the stability and

trustworthiness of the worldwide financial markets [4].

The vast magnitude of digital financial transactions and the substantial volume of
associated data pose challenges for human operators in identifying abnormalities within
the financial system and differentiating them from incidental or systematic errors that
may not be directly linked to financial operations and goods [5]. Given the inherent limits
of human beings, there is a desire to develop a system capable of effectively addressing
anomalies within the financial domain, with the ultimate goal of establishing a state of
reliable security and long-term viability [6]. In our contemporary society, characterized
by a growing reliance on digital technologies and intricate systems, the significance of
artificial intelligence (Al) in identifying anomalies and detecting fraudulent activities has
emerged as a highly anticipated and indispensable aspect for organizations as a whole.
Artificial intelligence (Al) has emerged as a significant force in assisting institutions,
including companies and governments, in preserving data integrity and safeguarding
against a range of fraudulent risks that pose potential harm [7]. Artificial intelligence (Al)
possesses the capacity to evaluate vast amounts of data and identify patterns that may
be deemed suspicious or unsuitable, owing to its continuously advancing intelligence.
Artificial intelligence (Al) possesses the capability to monitor transactions and behavior
in real-time, so enabling the prompt identification of potential fraudulent activities, even

prior to their detrimental impact on the parties concerned [3].

The cognitive capabilities of artificial intelligence (Al) prove to be highly advantageous
in detecting and thwarting fraudulent activities. In the context of mitigating fraudulent
activities in financial reporting, an Al model is employed. This model leverages machine
learning and artificial intelligence techniques to discern patterns linked to significant
instances of financial fraud that exert a profound influence on the organization’s stand-
ing. The model has a high level of efficacy in detecting instances of fraud, irrespective
of the direct relevance of the observed information to the fraudulent action [8]. The
utilization of artificial intelligence (Al) is anticipated to provide favorable outcomes for
companies and entities, as it offers advantages in terms of enhancing viability and

sustainability.

Artificial Intelligence (Al) has become extensively employed in the finance domain,
encompassing banking, industry, and various other areas, during its evolutionary tra-

jectory [9]. The utilization of artificial intelligence (Al) in the identification of fraudulent
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activities provides a novel approach for organizations, as it streamlines the process of
fraud detection [6]. The usefulness of artificial intelligence (Al) technology in the realm
of fraud detection will enhance the efficiency of professionals engaged in endeavors
to mitigate and identify fraudulent behaviors. Routine duties such as the collection of
transaction data, data processing, and analysis of potential fraudulent activities can
become tedious and time-consuming when performed manually. Artificial intelligence
(Al) enables fraud detection systems to rapidly and effectively scan and analyze vast
and intricate transactional data, hence enhancing their ability to efficiently spot trends
or indicators of fraudulent activity [10].

Numerous systematic literature reviews (SLRs) have been undertaken to investigate
the application of artificial intelligence (Al) in fraud detection within the financial domain.
Noteworthy studies in this area include the research conducted by Abedini et al. [7],
Cherif et al. [11], Pinto and Sobreiro [5], and Sun et al. [3]. So far, scholarly investigations
have primarily concentrated on the application of artificial intelligence (Al) in the realm
of fraud detection, particularly within sectors such as banking, corporate, and capital
markets. Hence, there exists a notable prospect to conduct more investigation pertain-
ing to the integration of artificial intelligence (Al) with the aim of enhancing the detection
of financial fraud in a more complete manner. Therefore, this literature analysis is
anticipated to make a significant scholarly contribution by enhancing comprehension of
the influence and utilization of artificial intelligence (Al) technology in the identification of
financial fraud, a pervasive occurrence within diverse domains of business and finance.

The PICO technique is commonly employed by researchers for the purpose of
creating research questions. The population (P) encompasses all entities that are subject
to analysis under the specific research theme selected by the investigator. The term
“intervention” (I) denotes the course of action that has to be implemented in order
to effectively address the identified problem. The term “Comparison” (C) denotes an
alternative action that can be employed for the purpose of comparison, while “Outcome”
(O) pertains to the findings of prior studies that serve as the primary focus of the research
[12].

There are three research questions, i.e.:

(@) Which industry or sector of business utilizes artificial intelligence for the

purpose of detecting instances of financial fraud?

(b) What types of technology and algorithms pertaining to artificial intelligence

are employed in the identification and prevention of financial fraud?

(c) To what extent does an Al-based strategy demonstrate efficacy in the detec-

tion of financial fraud?
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The approach utilized in this study is a systematic literature review (SLR) methodology.
The utilization of literature reviews offers substantial advantages in the consolidation
of diverse and pertinent study findings. By employing this approach, the material
being presented attains a higher level of comprehensiveness and balance. The primary
objective of a systematic literature review is to conduct a comprehensive investigation in
a transparent manner, with the intention of including all published sources of information
pertaining to a certain subject. Additionally, the study tries to assess the quality of the
evidence presented in these sources [13]. According to the recommendations provided,
this investigation comprises multiple sequential steps, as outlined by Page et al. [14].
In this section, we will explain the eligibility conditions and the various sources of
knowledge. The selection of studies refers to choosing specific data items from a larger
dataset for analysis or further processing. The data collection process involves system-
atically gathering information or data for research purposes. This includes identifying
relevant variables, selecting appropriate data collection methods, and implementing

these methods to collect data.

2. Eligibility criteria

The literature criteria encompass the inclusion and exclusion criteria, which have been
altered to align with the PICO framework. The modifications made to the PICO frame-

work include the following additions :

TABLE 1: Inclusion and Exclusion Criteria.

Criteria Inclusion Exclusion

Publish Period 2014-2023 Before 2014

Non articles relate with business,
management, and accounting Econo-
metrics and Finance, and Computer
Science subject

Business, management and account-
Subject ing, Economic, Econometrics and
Finance, and Computer Science

Types of articles Research articles Non research articles

Keywords, titles and abstract focus Keywords, titles and abstracts do not
Keywords, Titles, Abstract on the application of Al in fraud focus on the application of Al in
detection in the financial sphere financial fraud detection

The selected article does match the The selected article does not match

e e GIeEs context of the topic in this study the context of the topic in this study

Language English Non-English

Source: Author’s own work’
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2.2. Information sources

The study conducted comprehensive searches across key online databases of rep-
utable study repositories, including Sciendirect, Scopus, Springer, and Emerald. The
study employed a rigorous selection process, focusing exclusively on publications that
were readily available and have comprehensive documentation. This approach ensured
that only articles meeting these criteria were included in the subsequent analysis.
This measure was implemented in order to guarantee the highest possible standard
and accessibility of information during the data gathering process, in conjunction with
endeavors to locate scholarly literature from reputable and authoritative sources within

the research field.

2.3. Study selection

The research selection process commenced by doing a comprehensive search of
article databases utilizing various keywords including “Fraud,” “Fraud detection,” “Arti-
ficial Intelligence,” “Al,” “Machine Learning,” “Deep Learning,” and “Financial Fraud
Detection.” The research conducted a search using various Boolean combinations of
operators (AND, OR). These combinations included phrases such as “Fraud Detec-
tion” AND “Al”, “Fraud Detection” AND “Machine Learning”, “Fraud Detection” AND
“Deep Learning”, “Financial Fraud” AND “Al”, “Financial Fraud” AND “Machine Learning”,
“Financial Fraud” AND “Deep Learning”, “Fraud AND Al”, “Financial fraud” OR “Fraud”,
“Fraud Detection” AND (Machine Learning OR “Deep Learning”).

The researchers conducted a comprehensive literature search using various aca-
demic databases, including Sciendirect, Scopus, Springer, and Emerald. They employed
specific keywords to refine their search and applied the PRISMA (Preferred Reporting
Items for Systematic Reviews and Meta Analyses) method. This method involves three
distinct stages that are determined by the inclusion and exclusion criteria outlined in
Fig. 1.

2.4. The process of data collection

The process of data gathering in the chosen study involves reading the article and
subsequently extracting specific information such as the title, year of publication,
author(s), country of origin, research objectives, research methodologies employed,
type or approximation of artificial intelligence utilized, sector or industry in which the Al

was applied, and the resulting outcomes.
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£ Joumals database:
Sciendirect (555)
Scopus (n= 168)
Springer (n= 65)
Emerald (n= 42)
n (total) = 831
:
—
Mo duplication »| Exclusion Criteria:
n= 673 Publication before 2014 (n = 250)
Screening Result 1 Exclusioin Criteria:
= il fm —*| Non subject area business, management, and accounting
_E Econometrics and Finance, Computer Science, and Engineering
g l and non article document (n = 317)
screening resulis 2 Exclusion Criteria:
n= 106 Keywords, title, absiract that not related in fraud by Al detection (n
l =63)
sugening rasul 3 Exclusion Criteria:
n=43 " Research related that not related (n=19)
k-]
3 Studies included in review
§ n=24
—

Figure 1: PRISMA Flowchart (Source: Author’s own work’.
2.5. The process of selecting data items.

The information derived from the aforementioned article encompasses the extent of
the business or industry sector that use artificial intelligence in the identification of
financial fraud. The utilization of artificial intelligence technologies and algorithms in
the identification and detection of fraudulent activities within the realm of finance and
the efficacy of artificial intelligence (Al) methods in the identification and prevention of

financial fraud.

34. Data selection results

The following is a table of the research/studies that we have collected through the
selection process. Table 2 displays some of the key items in each of the selected studies
in order to provide a detailed overview of the context of this research. In addition, this
table provides and assists in exploring previous studies that is useful for obtaining

information to fulfill the research question that has been previously set.
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. Authors,

No Title, Years
Country

Interpretable

online banking

fraud detection

based on Achituve et

hierarchical al. [9], Israel

Attention

mechanism,

2019

Comparative

analysis of

credit card

fraud detection

in Simulated Osegi and

Annealing trained Jumbo [15],

Artificial Neural Nigeria

Network and

Hierarchical

Temporal Memory,

2022

DOI 10.18502/kss.v9i20.16551

Detection of fraud-
) Domashova
ulent transactions and
using SAS Viya
g. .y Zabelina
machine learning

algorithms, 2020 [16]. Russia

TABLE 2: Selection Results.

Research Purpose

To develop an
attention-based
architecture that
can classify online
banking transactions
as fraudulent
or genuine and
additionally provide
an interpretation of
the results of such
architecture

The aim of this
study is to discuss
how machine
learning methods
classification

algorithms can
be used to predict
fraud in financial
transactions

The aim of this
study was to test
the relationship
between power-
building auditing
and the Accounting
Information System

(AIS) in healthcare
fraud audits
conducted by

the government in
the United States

Type
Industry
Sector

Research
Method

The study
the
experimental

industries
approach

This
uses

study Deep
the Learning
comparative
method of Learning,
Experimental banking

A quantitative Machine
research Learning,
study Banking

Al,

Deep Learn-
ing, Banking

or Machine

3rd JESICA

Findings
Research results show
that the proposed

attention-based
architecture IS capable
of providing accurate
predictions for fraud
classification on online
banking transaction
data. The results suggest
that the attention
mechanisms applied
in the model have a
significant influence on
improved performance
and interpretative ability
of the client

The results of the study
show that increasing the
size of data samples can
improve the accuracy
of CCF detection with

HTM-CLA. Although
HTM CLA competes
with conventional
neural techniques
that use  Simulated
Annealing (SA-ANN).
This  technique may

not always provide the
highest precision but has
advantages in system
design and resilience
for applications in real-
world CCF Detection
environments as well as
improving its detection
in recognizing anomaly
fraud

The main finding of this
study is that machine
learning algorithms can
effectively detect fraud-
ulent transactions in the
financial system
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No Title, Years
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Towards
automated feature
engineering for
credit card fraud
detection  using
multi- perspective
HMMs, 2021

Chinese corporate
fraud risk assess-
ment with machine
learning, 2023

Leveraging
machine learning
the global fight
against money
laundering
and Terrorism
financing: An
affordances

perspective, 2021

Intelligent financial

fraud detection
practices post-
pandemic era,
2020

Authors,
Country

Lucas et
al. [17],
Germany

Lu et al. [18],
China

Canhoto
[19], UK

Zhu et al
[20], China

TABLE 2: Continued.

Research Purpose

The main objective
of this research IS
to propose method

to improve fraud
detection in credit
card transactions
using historical-
based features
generated by
Hidden Markov

Models (HMM)

The main objective
of this study is to

introduce  genuine
corporate fraud
detection model

that utilizes machine
learning techniques
and open data sets
of CSMAR

The main purpose

of this study is
to explore the
technical and
contextual features
of anti-money
laundering (AML)
profile development
in UK-based
financial services

organization  using
case study approach

The objective of this
study is to explore
various types of
fraud in the financial
sector and to test
the effectiveness of

different  methods
in detecting
and preventing

fraudulent activities

Research
Method

Experimental
study

A quantitative
research
study

Case study

Surveys

Type
Industry
Sector

Machine
Learning,
Banking

Machine
Learning,
Chinese
stock
market

Machine
learning
Financial
Services
Organi-
zation
Bank

Machine
Learning,
financial
sector
industries

Al,

or

3rd JESICA

Findings

The main finding of
this study is that the
proposed multiple-
perspective-based

approach of the Hidden
Markov Model (H MM)
turns out to outperform
the existing technique
in terms of accuracy
and area below the
ROC curve to detect
fraudulent  transaction.
The study found that
combining the proposed
approach with existing
techniques such as
peer group analysis and

descriptive statistics
could result in further
improvements in fraud
detection

The main finding of the
study is that a machine-
learning based fraud
risk assessment model
significantly ~ improves
the performance
of company fraud
Detection in China’s
stock market

The findings of this study
suggest that the use
of Al can help financial
institutions in identifying
patterns of behavior fol-
lowed by customers to
hide the source or use of
illegal money

The utilization of surveys
in the context of
machine learning within

the financial sector
companies. However,
the performance of

the detection method
relies on the quality
and quantity of the data
utilized. Moreover this
study also demonstrates
that the effectiveness of
fraud detection can be
enhanced by integrating
different approaches
and methods
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No Title, Years
Exploratory
analysis and
implementation of
machine learning

8 techniques
for predictive
assessment of
fraud in banking

systems, 2022

Fraud prediction
using machine
learning: The case
of investment
advisors in
Canada, 2022

On the Benefits
of Machine Learn-
ing Classification
in Cashback Fraud
Detection, 2022

Refined analysis
and a hierarchical
multi-task learning
approach for loan
fraud  detection,
2023

Credit Fraud
Detection Based
on Hybrid Credit
Scoring Model,
2023

DOI 10.18502/kss.v9i20.16551

TABLE 2: Continued.

Authors,
Research Purpose
Country
To analyze the
application of
. machine learning
e algorithms
et al [21, 29 -
i for predictive
Brazil
assessment of

Lokanan
and Sharma

[22],
Canada

fraud detection in
banking systems

The aim of this
research to improve
the detection of
fraud using machine
learning, especially
in one of the
domains where
fraud detection
is considered an
important issue

The main purpose

Karunachandiof this research is

et al

Indonesia

Chen et al.
[24], China

Chen et al.

[23], to detect cashback
fraud on e-
merce transactions

com-

The main objective
of this study is to
propose new deep
learning- based
framework namely
hybrid multi-task
learning (HMTL)

The primary objec-
tive of this study
is to develop hybrid
credit rating model
that combines logis-
tical regression and

[25], China

weighted evidence
to improve the accu-
racy of credit ratings
and reduce the inci-
dence of credit fraud

Research
Method

Experimental
study (A
quantitative
research
study)

A quantitative

study that
utilizes data
gathering
from IIROC
enforcement
cases
between
2008 and
2019

Experimental
research

Experimental
research

Computational
research
study

Type Al,
Industry

Sector

Machine
Learning,
Banking

Machine
Learning,
Canada’s
financial
markets

Machine
Learning, E
Commerce

Deep
Learning,
the
automobile
finance
sector

Machine
Learning,
Banks

and  other
financial
institutions

3rd JESICA

Findings

This study presents the
key validity of each
model in each scenario,
which can help predict
fraud in the banking
system effectively

The key findings of this
study are that advanced
machine learning
algorithms, Random
Forest Classifier (RFC),
can accurately predict
fraud in the financial
market.  This  study
is the first to use a
machine learning model
to test the symptoms
of fraud and explore
specific variables related
to financial  market
regulation

The main findings of
this study are the k-
Nearest Neighbor (k-NN)
algorithm combined with
outlier detection meth-
ods resulting in an opti-
mal rate of fraud detec-
tion with reduction in the
level of false alarms

to detect car loan fraud
by identifying various
types of false information

The use of Al tech-
niques in this research
is critical to the detec-
tion and detection of
fraud. The study uses
in-depth learning tech-
niques to develop mod-
els that detect trading
anomalies common to
fraudulent activities
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No Title, Years

GNN to
financial
fraud based
on the related
party transactions
network, 2022

Using
detect

An  Autoencoder
Based Model
for Detecting
Fraudulent Credit
Card Transaction,
2020

Comparison
of

process
machine
algorithms
approach for
credit card fraud
detection, 2021

Poison
and
leaming

Fraud Detection
in Enterprise
Resource
Planning Systems
using One-
Class Support
Vector  Machine
Combined with
Convolutional
Neural Network:
The Case of Spor
Istanbul, 2023

Detection of
fraudulent
financial
statements using
the hybrid data
mining approach,
2016

DOI 10.18502/kss.v9i20.16551

Authors,
Country

Mao et al.
[26], China

Misra et al.
[27], India

Izotova and
Valiullin
[28], Russia

Arslan and
Glnes [29],
Turkey

Chen
Taiwan

(301,

TABLE 2: Continued.

Research Purpose

The main objective
of this study was
to use a graphic
neural network to
detect financial fraud
based on a party
-related transaction
network  Empirical
(Quantitative) Graph
neural networks
(Machine learning),
Companies in the
financial sector

The primary objec-
tive of this study is
to propose a two -
stage model to iden-
tify credit card fraud

The main objective
of this study is to
compare different
approaches to
detect credit card
fraud

The main objective
of this research
is to propose a
new approach to
performing anomaly
detection in an
Enterprise Resource

Planning (ERP)
Osystem using
machine learning
algorithm

The purpose of
this research is

to develop a
reliable and accurate
model for detecting
fraudulent financial
reports

Research
Method

Computational
research
study

Experimental

Study case

Experimental
(quantitative)

Experimental

Type Al,
Industry

Sector

Machine
Learning,
Banks

and other
financial
institutions

Machine
learning,
Ranking

Machine
learning.
financial
sector

Machine
learning.
sports
enterprise

Machine
learning,
company
that
experiences
both
fraudulent
and non-
fraudulent
financial

3rd JESICA
Findings
The authors  found
that adding KPT

information to traditional
financial indicators can
significantly improve
the accuracy of fraud
detection ,and their
GNN -based approach
achieves the highest
accuration and AUC

This study highlights the
correlation between Al
and fraud detection, as
the study proposes a
model that uses machine
learning techniques to
detect fraud. The autoen-
coder is used to extract
relevant features from
the data, which are then
classified as false or valid

The study found that
the best results were
obtained using gradient
enhancement algorithms

This approach is
effective in detecting,
potential security threats
and system errors and
can help organizations
increase their chances of
success by addressing
essential elements
of successful ERP
implementation

Based on the empirical
results of this research,
the accuracy of DT
CHAID combined with
CART in  detecting
financial statement fraud
is relatively high
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Authors,

No Title, Years

20

21

DOI 10.18502/kss.v9i20.16551

Country

A machine
leaming based
credit card

Lleberi et al.

fraud detection
using the GA
algorithm for
feature Selection,
2022

[32],
Africa

E-Commerce

Fraud Detection
Model by Li
Computer Atrtificial China
Intelligence Data
Mining, 2022

Detecting anoma-
lies in Financial
statements using
machine learning
algorithm, 2019

et al.

Predictive
Modelling for
Credit Card Fraud
Detection  Using
Data Analytics,
2018

Patil

South

(33],

Lokanan

(33],

Vietnam

et al

[34], India

TABLE 2: Continued.

Research Purpose

This study proposes
a credit -based
machine learning
(MI) approach, a
fraud detection
machine for credit
cards using genetic
algorithms  (GA)for
feature selection

This research aims to
identify e-commerce
fraud using Al

The of this
study is to evaluate
the possibility
of assessing the
creditworthiness
rating of quarterly
financial statements
of a company using
dynamic  anomaly
detection methods

aim

The main objective
of this research is to
propose a real-time

fraud detection
system in financial
transactions  using
analytical models
such as logistic
regression and
decision tree
machine learning
models

Research
Method

Experimental

Experimental

Empirical
studies

Experimental

Type
Industry
Sector

Machine
Learning,
bank

computer
artificial
intelligence
data
mining,
Commerce

Machine
Learning,
Vietnamese
listed firms

Machine
Learning.
Bank

Al,

E-

3rd JESICA

Findings

RF method was found to
have the highest accu-
racy in detecting fraud
for most of the tested
feature vectors, with v5
achieving the best over-
all results

The main finding of this
research is that although
the use of data mining
techniques and machine

learning algorithms
insists in  detecting
fraud in e-commerce,
effective verification
of  model accuracy
and identification of
fraudulent users in all

aspects of technology
are still necessary

The findings indicate that
the model is capable of
rating quarterly financial
statements based
on creditworthiness.
Executing the model
on all observations
also revealed that the
majority of  financial
statements from
companies listed on
the stock exchange in
Vietnam are trustworthy,
but nearly a quarter of
these companies are
highly suspicious and
warrant questioning

The main finding of
this research is that the
logistic regression model
developed in the study
can accurately predict
financial transaction
fraud, achieving a high
classification  accuracy
of 92.6%. This indicates

that the proposed
system can be an
effective  solution for

real-time fraud detection
in financial transactions
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No Title, Years

A novel model for
credit card fraud
detection using
Artificial  Immune
Systems, 2014

22

Detecting the
financial statement
fraud: The analysis
of the differences
between data
mining techniques
and experts’
judgments, 2015

23

Enhancement of
fraud detection
for narratives in
annual reports,
2017

24

Authors,
Country

Halvaiee
and Akbar
[35], Iran

Lin et al
[36], Taiwan

Chen et al.
[37], Taiwan

TABLE 2: Continued.

Research Purpose

The primary
objective of this
research is to
address the issue
of credit card
fraud detection
by developing an
Artificial Immune
Recognition System
(AIRS) to enhance
fraud detection
capabilities

The objective of
this research is
to examine all
aspects of the
fraud triangle by
utilizing data mining
techniques and
using available and
public information as
proxy variables
to evaluate
attributes such as
pressure incentive
opportunity, and
attitude/rationalizatior

The objective of this
research is to create

intelligent financial
fraud detection
by identifying

fraudulent financial
reporting

Research
Method

Experimental

Experimental

Experimental

Type Al,
Industry

Sector

Artificial
Immune
System,
bank

Data Mining,
Securities
company

machine
learning,
several
companies
in Taiwan

3rd JESICA

Findings

The study indicates that
the AFDM algorithm is
capable of detecting
fraud with high accuracy,
low computational
cost, and minimal false
positives

This study demonstrates
that neural network
systems are valuable
tools for practitioners
in  identifying  fraud
risks, and investing in
this method can help
prevent detrimental
fraud within organization

The results of this
research indicate
that machine learning

classification algorithms
can be effectively utilized
to detect financial fraud
in financial reporting

3.2. Business scope or business sector that uses Al to detect finan-

cial fraud

The utilization of artificial intelligence (Al) in various industrial sectors exhibits discernible

variations in patterns that are of notable significance (Fig. 2). Within the realm of the

financial sector, the use of artificial intelligence (Al) has the most prominent prevalence,

accounting for a substantial proportion of 63%. The financial sector has emerged as

the primary industry in adopting artificial intelligence (Al) technologies. Specifically, Al

is being utilized to combat fraudulent activities in various business functions within this

sector. For instance, Al is employed to identify and flag fraudulent anomalies in credit
card usage [15, 17, 25, 28, 34, 35]. Additionally, Al is employed to detect fraudulent
transactions in online banking [9], identify potential instances of money laundering [19],

and implement predictive models to anticipate and prevent fraud [18, 21].
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Figure 2: Pie Chart Application of Al in Fraud Detection in Several Sectors. (Source: Selection
of previous studies).

In practical use, the capital market sector (comprising 21% of the market) leverages
artificial intelligence (Al) technology to identify instances of fraudulent activities. The
integration of artificial intelligence (Al) in capital markets serves two primary purposes:
ensuring the sustainability of business operations and safeguarding against cyberat-
tacks. Al technology plays a crucial role in mitigating fraudulent activities within the
financial sector. Specifically, it is employed in assessing the risk of financial fraud
through the application of risk-based assessment techniques [18, 22]. Additionally, Al is
utilized for detecting instances of fraud in financial reporting [33, 37]. The utilization of
artificial intelligence (Al) in the realm of e-commerce has been observed to encompass
several applications, including the identification of anomalies and indicators of fraudu-
lent activity. For instance, predictive models have been employed to detect Al-related
irregularities, as well as to identify instances of cashback fraud [23]. Securities firms
have been observed to employ artificial intelligence (Al) technology, specifically at a
rate of 4 percent, for the purpose of fraud detection. This application of Al involves the
identification and assessment of fraud risk inside investment activities [36]. In contrast,
the sports business sector, comprising 4% of the sample, also expressed a desire to
adopt artificial intelligence (Al) technology. Specifically, Al is utilized in the identification
of fraudulent anomalies inside the enterprise resource planning (ERP) system. According
to Arslan [29].
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Figure 3: Pie Chart Technology and Atrtificial Intelligence Algorithms Used. (Source: Selection
of previous studies).

3.3. Artificial intelligence technology and algorithms used in finan-
cial fraud detection

In the realm of Al-based financial fraud detection, Fig. 3 demonstrates that Deep
Learning accounted for 8% of the contributions. This indicates that attention-based
architectures [9], Artificial neural networks [15], and HTML approaches [18] have proven
to be effective and productive in the domain of financial fraud detection. On the contrary,
Machine Learning holds a significant majority share of 79%, indicating its predominant
utilization in the implementation of predictive models [18, 19, 21, 23, 25, 28, 31, 33, 34,
35, 37]. Additionally, the HMM model [17], the RFC model [22], and the graphical neural
network model are employed to detect anomalous patterns indicative of suspicious
financial activity. Data mining has been found to provide a significant contribution
of 13% in the field, underscoring its significance in extracting valuable insights from
extensive and intricate datasets. These insights can then be utilized to inform and

enhance decision-making processes related to fraud detection [2, 36].
3.4. The effectiveness of Al-driven approaches in detecting finan-
cial fraud

The efficacy of artificial intelligence (Al) based methodologies in the realm of Finan-
cial Fraud Detection The utilization of artificial intelligence (Al) in the identification of

fraudulent activities, particularly within the financial domain including banking and other
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related establishments, has exhibited notable efficacy as indicated by the research find-
ings presented in table 2. Several studies employ different forms of artificial intelligence
(Al) to improve the effectiveness of fraud detection. For instance, researchers have
utilized specialized techniques like Hidden Markov Models (HMM) [17] and Graph Neural
Networks (GNN) [26] for this purpose. The results indicate that machine learning models
applied in various industries such as finance, e-commerce, and securities demonstrate
the capability of artificial intelligence (Al) to accurately classify anomalies and identify
fraudulent financial activities [18, 19, 21, 23, 25, 28, 31, 33, 34, 35, 37].

Moreover, the application of deep learning has demonstrated favorable outcomes in
detecting instances of financial fraud across the aforementioned domains. The afore-
mentioned studies indicate that deep learning methods play a crucial role in enhancing
the precision and effectiveness of identifying intricate and ever-changing patterns that
traditional techniques may struggle to detect [9, 15, 24].

Based on empirical evidence, it has been observed that the financial sector, encom-
passing banks and many other financial institutions, exhibits the highest degree of
utilization of artificial intelligence techniques for the purpose of identifying and detecting
fraudulent anomalies. Numerous research endeavors employing diverse artificial intel-
ligence techniques, such as deep learning and machine learning, have underscored
the efficacy of this technology in enhancing the precision of fraud detection in the
realm of banking transactions. Several scholarly studies have placed emphasis on
the significance of model interpretability in the context of enhancing fraud detection
capabilities, particularly in the realm of credit card fraud. Notably, Achituve [9] has
explored the utility of the Hierarchical Attention Mechanism, Lucas [17] has investigated
the potential of Hidden Markov Models (HMM), and Mao [26] has delved into the
application of Graph Neural Networks (GNN) for this purpose. The detection of credit
card activity has emerged as a prominent subject of discussion in various academic
studies. This is mostly due to the ongoing vulnerability of credit card activities to
potential fraudulent activities. Consequently, numerous researchers have explored the
application of artificial intelligence (Al) in the detection of credit card fraud [15, 25, 28,
31

Based on the findings of the study, it can be observed that the capital market
occupies the second position in terms of sector ranking, positioned below the financial
industry. The field of Al-based fraud detection in capital markets encompasses various
methodologies that incorporate machine learning, deep learning, and data mining

techniques. These methodologies employ an integration approach or model to evaluate
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the potential for financial fraud by employing risk-based assessment strategies [18,
22]. Additionally, a fraud-detection algorithm model is utilized to analyze financial
statements for the purpose of identifying fraudulent activities [33, 37]. The effectiveness
and capability of both models in detecting suspicious conduct that may lead to financial

losses for entrepreneurs in the capital market were evaluated.

Moreover, this study has revealed that the utilization of Al-based fraud detection has
extended to the E-Commerce, securities, and sports industries, albeit to a lesser extent.
The e-commerce industry is considered one of the top industries, after the financial
sector. Within this industry, there is ongoing research focused on detecting fraudulent
activities using artificial intelligence (Al). Various approaches and methodologies, such
as machine learning, have been explored to build prediction algorithms [2] and k-NN
methods for this purpose [23]. Moreover, according to the findings of the aforementioned
study, the securities and sports industries emerge as the least significant sectors. Both
sectors have emerged as research subjects for the application of artificial intelligence
in fraud detection. The utilization of artificial intelligence (Al) in fraud detection inside
securities firms involves the implementation of a neural network system derived from the
data mining domain. The outcomes of employing this technology have been reported
as beneficial in the identification and prevention of fraudulent activities [36]. In contrast,
the utilization of artificial intelligence (Al) for the identification of fraudulent anomalies
yields advantageous outcomes for organizations operating in the sports sector. This
is particularly evident in the integration of Al into enterprise resource planning (ERP)
systems, which enables the detection of fraudulent indicators and warning signs through
machine learning techniques. This implementation serves to safeguard companies from

potential harm caused by fraudulent activities [29].

The utilization of machine learning has emerged as a prevalent methodology in
numerous research endeavors. This study provides evidence of the growing popularity
of machine learning in the integration of artificial intelligence-based technology for fraud
detection in the financial sector. The results of this study reveal that 19 articles have been
identified, which specifically examine the application of machine learning techniques
in detecting fraudulent activities across diverse business domains. Numerous scholarly
investigations have examined the utilization of machine learning, employing diverse
methods, models, and approaches. Notably, prior researchers have predominantly
employed predictive algorithm-making models, which have demonstrated efficacy in
forecasting instances of fraud [18, 19, 21, 23, 25, 28, 31, 33, 34, 35, 37]. Furthermore,
the integration of artificial intelligence in fraud detection within diverse financial sectors
involves the utilization of Deep learning and Data mining techniques. The application
of these methods has demonstrated their capability and effectiveness in identifying

anomalies and indicators of fraudulent activities [2, 9, 15, 36, 37].
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In general, extant literature demonstrates that artificial intelligence holds significant
promise in enhancing the efficacy of financial fraud detection across many industries.
The models presented in this work demonstrate a notable level of precision in detect-
ing fraudulent transactions, while also enhancing comprehension of the patterns and
behaviors linked to financial fraud. Furthermore, some studies have also examined
the significance of taking into account the contextual factors and unique attributes
of a specific industry to enhance the effectiveness of fraud detection methods [37].
Conversely, it has been argued that the utilization of artificial intelligence (Al) for fraud
detection in the financial domain necessitates the involvement of financial professionals

to conduct sophisticated analyses in identifying such fraudulent activities [36].

Artificial Intelligence can be conceptualized as a simulated manifestation of human
cognitive abilities, which is emulated within a machine and governed by a programmed
framework aimed at mimicking human thought processes. Artificial Intelligence (Al)
refers to a computer-based system that possesses the ability to do tasks often asso-
ciated with human resources or intelligence. The viability of Al intelligence is con-
tingent upon the acquisition of experience and data necessary for optimal opera-
tional efficiency. In contrast to human operators who may not consistently provide
explicit guidance to the Al learning process, artificial intelligence has the capacity to
autonomously acquire knowledge through the assimilation of experiential data obtained
during its utilization by humans, which is subsequently integrated via diverse automation
frameworks. The utilization of artificial intelligence in the detection of financial fraud
offers substantial advantages to the implementing entity, resulting in considerable
outcomes. This paper presents a comprehensive review of 24 prior studies conducted
between 2014 and 2023, focusing on the application of artificial intelligence (Al)-based
fraud detection systems.

Al-driven systems for financial fraud detection have been implemented across diverse
sectors, including the financial sector, capital markets, securities, and other industries,
where the financial sector is the largest sector in adopting Al in detecting fraud. In
addition, machine learning approach is one of the most widely used algorithmic methods
and predictive technologies to identify and prevent fraud by several entities based on
previous research. The effectiveness of implementing Al in identifying and detecting
fraud lies in its ability to swiftly screening vast amounts of data, scaling patterns, and
discern an odds that may predict some fraudulent activities. Through machine learning
algorithms, Al systems can continuously learn from new data and adapt to evolving fraud

techniques, enhancing their accuracy over time. Moreover, Al can automate routine
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tasks, enabling fraud analysts to focus on investigating more complex cases, thereby
increasing operational efficiency.

Future investigations may prioritize the examination of the efficacy of artificial intel-
ligence (Al) methodologies in the identification and mitigation of financial fraudulent
activities. Additionally, it would be beneficial to analyze the societal, economic, and
security ramifications associated with the integration of Al technologies into virtuous
systems. Subsequent research endeavors may delve into the advancement of intricate
and adaptable artificial intelligence models in order to effectively tackle progressively
intricate patterns of fraudulent activities. In general, this study has the potential to
offer a more extensive framework for the utilization of artificial intelligence in bolstering

financial security and safeguarding assets against fraudulent risks.
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